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QUESTION 1

From the Oracle Management Cloud dashboard, you noticed a threat or suspicious browsing activity by a user to
execute a brute force attack against an application.

Which two remedial actions will happen implicitly to mitigate some risk? (Choose two.)
A. Multi-factor Authentication (MFA) is imposed

B. User added to suspicious data access watchlist

C. Application policy gets created

D. Host AV update enforced

Correct Answer: AB

QUESTION 2

How can you synchronize users and groups between Microsoft Active Directory and Oracle Identity Cloud Service?
A. Use the import utility

B. Configure the Bridge

C. Configure Delegated Authentication

D. Use aflat file

Correct Answer: B

QUESTION 3

Click to the exhibit.

SIEM/TEBA
3
CONTENT TSER CONFIGURATION FORENSICS
SECURITY SECURITY
1 Identity Cloud Configuration & 2
Service Compliance Cloud
Service
OTHER DATA SOURCES
OMC Services, Logs from any layver of the stack, threat intelligence, security tools

Automated Response — Orchestration Cloud Service
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Which three items fit on the high-level architecture diagram?

A. 1 (Log Analytics Cloud Service), 2 (Database Security Vault), 3 (CASB Cloud Service)

B. 1 (CASB Cloud Service), 2 (Security Monitoring and Analytics Cloud Service), 3 (Log Analytics Cloud Service)
C. 1 (CASB Cloud Service), 2 (Log Analytics Cloud Service), 3 (Security Monitoring and Analytics Cloud Service)
D. 1 (Security Monitoring and Analytics Cloud Service), 2 (CASB Cloud Service), 3 (Log Analytics Cloud Service)

Correct Answer: D

QUESTION 4

Your company is in the banking industry and offers financial services to the public online. You just became aware of a
Phishing attack on your customers. This attack prompts your clients to log into fake websites with their password. As the
system administrator, what can you turn on with Oracle Security Monitoring and Analytics Cloud Service that could help
protect your clients?

A. Lock all user accounts

B. Send out notifications to clients to change their password.

C. Turn on multi factor authentication

D. Disable online access

Correct Answer: B

QUESTION 5

If you want to reduce the number of "false positives" appearing in Risk Events, which action would NOT help?
A. filtering custom policy alerts to exclude trusted geographic areas

B. adding trusted users to the User Exclusion List

C. adding suspicious IP addresses to a "blacklist"

D. changing custom policy alerts with Resource or Action set to "Any" to target specific resources and actions

Correct Answer: A
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