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QUESTION 1

SCENARIO: A Chief Information Security Officer (CISO) recently had a third party conduct an audit of the security
program. Internal policies and international standards were used as audit baselines. The audit report was presented to
the CISO and a variety of high, medium and low rated gaps were identified. 

After determining the audit findings are accurate, which of the following is the MOST logical next activity? 

A. Begin initial gap remediation analyses 

B. Review the security organization\\'s charter 

C. Validate gaps with the Information Technology team 

D. Create a briefing of the findings for executive management 

Correct Answer: A 

 

QUESTION 2

With respect to the audit management process, management response serves what function? 

A. placing under performing units on notice for failing to meet standards 

B. determining whether or not resources will be allocated to remediate a finding 

C. adding controls to ensure that proper oversight is achieved by management 

D. revealing the "root cause" of the process failure and mitigating for all internal and external units 

Correct Answer: B 

 

QUESTION 3

Which of the following terms is used to describe countermeasures implemented to minimize risks to physical property,
information, and computing systems? 

A. Security frameworks 

B. Security policies 

C. Security awareness 

D. Security controls 

Correct Answer: D 

Reference: https://www.ibm.com/cloud/learn/security-controls 
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QUESTION 4

What are the three hierarchically related aspects of strategic planning and in which order should they be done? 

A. 1) Information technology strategic planning, 2) Enterprise strategic planning, 3) Cybersecurity or information security
strategic planning 

B. 1) Cybersecurity or information security strategic planning, 2) Enterprise strategic planning, 3) Information technology
strategic planning 

C. 1) Enterprise strategic planning, 2) Information technology strategic planning, 3) Cybersecurity or information security
strategic planning 

D. 1) Enterprise strategic planning, 2) Cybersecurity or information security strategic planning, 3) Information technology
strategic planning 

Correct Answer: D 

 

QUESTION 5

When deploying an Intrusion Prevention System (IPS) the BEST way to get maximum protection from the system is to
deploy it 

A. In promiscuous mode and only detect malicious traffic. 

B. In-line and turn on blocking mode to stop malicious traffic. 

C. In promiscuous mode and block malicious traffic. 

D. In-line and turn on alert mode to stop malicious traffic. 

Correct Answer: B 
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