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QUESTION 1

When applying the Top Threats Analysis methodology following an incident, what is the scope of the technical impact
identification step?

A. Determine the impact on the controls that were selected by the organization to respond to identified risks.

B. Determine the impact on confidentiality, integrity and availability of the information system.

C. Determine the impact on the financial, operational, compliance and reputation of the organization.

D. Determine the impact on the physical and environmental security of the organization, excluding informational assets.

Correct Answer: D

QUESTION 2

A. The violation is agreed upon and documented.

B. Nothing can be done to enforce violations as this is a cloud service.
C. The violation is agreed to verbally by the CSP.

D. Violations will be automatically enforced so no action is needed.
Correct Answer: A

Reference: https://www.omg.org/cloud/deliverables/CSCC-Security-for-Cloud-Computing-10-Steps-toEnsure-
Success.pdf

QUESTION 3

You have been assigned the implementation of an ISMS, whose scope must cover both on premise and cloud
infrastructure. Which of the following is your BEST option?

A. Implement ISO/IEC 27002 and complement it with additional controls from the CCM.

B. Implement ISO/IEC 27001 and complement it with additional controls from ISO/IEC 27017.

C. Implement ISO/IEC 27001 and complement it with additional controls from ISO/IEC 27002.

D. Implement ISO/IEC 27001 and complement it with additional controls from the NIST SP 800-145.

Correct Answer: B

QUESTION 4
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Which of the following is a cloud-specific security standard?
A.1S027017

B. 1ISO27701

C. 15022301

D. 1S014001

Correct Answer: A

Reference: https://en.wikipedia.org/wiki/ISO/IEC_27017#:.~:text=ISO%2FIEC%2027017%20is%20a,the%
20risk%200f%20security%20problems

QUESTION 5

Customer management interface, if compromised over public internet, can lead to:
A. customer\\'s computing and data compromise.

B. access to the RAM of neighboring cloud computer.

C. ease of acquisition of cloud services.

D. incomplete wiping of the data.

Correct Answer: A
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