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QUESTION 1

Which one of the following is not an 802.11 Management frame? 

A. PS-Poll 

B. Action 

C. Beacon 

D. Authentication 

Correct Answer: A 

Explanation: A PS-Poll (Power Save Poll) frame is not an 802.11 management frame. A PS-Poll frame is a type of
control frame that is used by a STA in power save mode to request data frames from an AP. A STA in power save mode
can conserve battery power by periodically sleeping and waking up. When a STA sleeps, it cannot receive any data
frames from the AP, so it informs the AP of its power save status by setting a bit in its MAC header. The AP then buffers
any data frames destined for the sleeping STA until it wakes up. When a STA wakes up, it sends a PS-Poll frame to the
AP, indicating its association ID and requesting any buffered data frames. The AP thenresponds with one or more data
frames, followed by an ACK or BA frame from the STA. The other options are not correct, as they are types of 802.11
management frames. An Action frame is used to perform various management actions, such as spectrum management,
QoS management, radio measurement, etc. A Beacon frame is used to advertise the presence and capabilities of an AP
or BSS. An Authentication frame is used to establish or terminate an authentication relationship between a STA and an
AP. References: [Wireless Analysis Professional Study Guide CWAP-404], Chapter 6: 802.11 Frame Exchanges, page
169-170 

 

QUESTION 2

A PHY Header is added to the PSDU at which layer? 

A. LLC 

B. Network 

C. PHY 

D. MAC 

Correct Answer: C 

Explanation: A PHY header is added to the PSDU at the PHY layer. A PHY header is a part of the PPDU that contains
information such as modulation, coding, and data rate. The PHY header is added by the PHY layer when it converts a
PSDU to a PPDU for transmission, or removed by the PHY layer when it converts a PPDU to a PSDU for reception. The
other layers do not add or remove a PHY header. References: [Wireless Analysis Professional Study Guide
CWAP-404], Chapter 4: 802.11 Physical Layer, page 97-98 

 

QUESTION 3

When a data frame is encrypted with WPA2, to which portion of the frame is the encryption applied? 
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A. Frame body and MAC Header 

B. Frame body excluding the LLCPDU 

C. Frame body including the LLCPDU 

D. The whole MPDU 

Correct Answer: C 

Explanation: When a data frame is encrypted with WPA2, the encryption is applied to the frame body including the
LLCPDU. The LLCPDU (Logical Link Control Protocol Data Unit) is a part of the frame body that contains information
such as protocol type, source and destination service access points (SAPs), and control fields. The LLCPDU is added
by the LLC (Logical Link Control) sublayer to provide multiplexing and flow control functions for different upper layer
protocols. When a data frame is encrypted with WPA2, which uses AES-CCMP as its encryption algorithm, both the
payload and the LLCPDU are encrypted as a single unit. The MAC header and FCS are not encrypted, as they are
needed for addressing and error detection purposes. References: [Wireless Analysis Professional Study Guide
CWAP-404], Chapter 5: 802.11 MAC Sublayer, page 115-116 

 

QUESTION 4

What interframe space would be expected between a CIS and a Data frame? 

A. PIFS 

B. AIFS 

C. DIFS 

D. SIFS 

Correct Answer: D 

Explanation: The interframe space that would be expected between a CTS (Clear to Send) and a Data frame is SIFS
(Short Interframe Space). A SIFS is the shortest interframe space that is used for high-priority transmissions, such as
ACKs (Acknowledgements), CTSs, or data frames that are part of a fragmentation or aggregation process. A SIFS is a
fixed value that depends on the PHY type and channel width. A CTS and a Data frame are part of a virtual carrier sense
mechanism called RTS/CTS (Request to Send/Clear to Send), which is used to avoid collisions and hidden node
problems in wireless transmissions. When a STA (station) wants to send a data frame, it first sends an RTS frame to the
intended receiver, indicating the duration of the transmission. The receiver then responds with a CTS frame, also
indicating the duration of the transmission. The other STAs in the vicinity hear either the RTS or the CTS frame and
update their NAV (Network Allocation Vector) timers accordingly, deferring their access to the medium until the
transmission is over. The sender then sends the data frame after waiting for a SIFS, followed by an ACK frame from the
receiver after another SIFS. The other options are not correct, as they are not used between a CTS and a Data frame. A
PIFS (PCF Interframe Space) is used for medium access by the PCF (Point Coordination Function), which is an optional
and rarely implemented polling-based mechanism that provides contention-free service for time-sensitive traffic. An
AIFS (Arbitration Interframe Space) is used for medium access by different ACs (Access Categories), which are logical
queues that correspond to different QoS (Quality of Service) levels for different types of traffic. An AIFS is a variable
interframe space that depends on the AIFSN (Arbitration Interframe Space Number) value of each AC. A DIFS
(Distributed Interframe Space) is used for medium access by the DCF (Distributed Coordination Function), which is the
default and mandatory contention-based mechanism that provides best-effort service for normal traffic. References:
[Wireless Analysis Professional Study Guide CWAP-404], Chapter 6: 802.11 Frame Exchanges, page 166-167; Chapter
7: QoS Analysis, page 194-195 
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QUESTION 5

In a Spectrum Analyzer the Swept Spectrogram plot displays what information? 

A. RF power present at a particular frequency over the course of time 

B. Reductions in frame transmissions 

C. Wi-Fi Device information 

D. The RF time domain 

Correct Answer: A 

Explanation: The Swept Spectrogram plot is a spectrum analysis plot that shows the RF power present at a particular
frequency over the course of time. It can help identify trends and patterns in the RF spectrum over a longer period of
time. It can also show how the RF environment changes over time and how different sources of RF signals affect each
other. The other options are not correct, as they describe different types of plots or information that are not related to the
Swept Spectrogram plot. References: [Wireless Analysis Professional Study Guide], Chapter 3: Spectrum Analysis,
page 72-73 
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