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QUESTION 1

What are some advantages of designing guest access with all guest users tunneled directly into the DMZ? Response: 

A. Minimizes configuration requirements for segmentation and filtering of guest traffic across internal LAN 

B. Enhances performance of web proxy servers in the DMZ for guest Internet traffic 

C. Allows a single SSID with different authentication/encryption models to be used for all WLAN services for corporate
users and guests 

D. The border firewall configuration will not require any additional rules to pass guest traffic to the DMZ controller 

Correct Answer: AD 

Designing guest access with all guest users tunneled directly into the DMZ has two main advantages: it simplifies the
network configuration and it enhances the security of the internal network. A DMZ is a demilitarized zone, which is a
separate network segment that isolates the public-facing services from the private network. A DMZ providesa buffer
zone between the Internet and the internal network, where potential attacks can be detected and prevented. By
tunneling all guest users directly into the DMZ, the network configuration is simplified because there is no need to
segment and filter the guest traffic across the internal LAN. The guest traffic is encapsulated and routed to the DMZ
controller, which acts as the anchor point for the guest WLAN. The guest traffic is then decrypted and forwarded to the
Internet or the DMZ services. This way, the guest traffic does not mix with the internal traffic, and there is no need to
apply VLANs, ACLs, or firewall rules to separate them. Another advantage of tunneling all guest users directly into the
DMZ is that it enhances the security of the internal network. By keeping the guest traffic in the DMZ, the internal network
is protected from any potential threats or attacks that may originate from the guest users. The guest users have no
visibility or access to the internal network resources, and they are subject to the security policies and controls of the
DMZ. The border firewall configuration will not require any additional rules to pass guest traffic to the DMZ controller,
because the guest traffic is already encapsulated and tunneled. This reduces the complexity and the risk of
misconfiguration of the firewall rules. References : CWNP, CWDP Certified Wireless Design Professional Official Study
Guide, Cisco Unified Wireless Guest Access Services, What Is a DMZ Network and Why Would You Use It?, Wireless
Guest Access FAQ 

 

QUESTION 2

What architecture suffers the biggest limitation for sharing control information across APs? Response: 

A. Independent autonomous 

B. Centralized 

C. Cooperative autonomous 

D. Controller 

E. Distributed 

Correct Answer: A 

 

QUESTION 3
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You are being asked to design a WLAN for a number of WLAN clients that will use Telnet as the primary application.
The customer has asked that you use only the number of APs necessary because of the complex installation and 

construction costs each AP installation will incur in this particular environment. 

What design factors do you consider? 

Response: 

A. Omnidirectional antennas should be used to maximize cell overlap. 

B. Use 11 Mbps as the lowest basic rate. 

C. Clients could benefit from RTS/CTS mode for all transmissions. 

D. AP transmit power should be turned down to minimize co-channel interference. 

Correct Answer: C 

 

QUESTION 4

When installing APs on high ceilings, what should be the most common PPE to be used? 

A. Hardhat, high visibility vest and body belt 

B. Glasses, gloves and jacket 

C. Clean suits, masks and glasses 

D. Clean suits, gloves and jacket 

Correct Answer: A 

 

QUESTION 5

An MSA commonly addresses at least which two legal categories? 

Response: 

A. Nondisclosure agreement 

B. Hold harmless 

C. Intellectual property protection 

D. Indemnity clause 

Correct Answer: A 
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