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QUESTION 1

A company is developing an application that runs on Amazon EC2 instances. Currently, the data that the application
generates is temporary. However, the company needs to persist the data, even if the EC2 instances are terminated.

A data engineer must launch new EC2 instances from an Amazon Machine Image (AMI) and configure the instances to
preserve the data.

Which solution will meet this requirement?

A. Launch new EC2 instances by using an AMI that is backed by an EC2 instance store volume that contains the
application data. Apply the default settings to the EC2 instances.

B. Launch new EC2 instances by using an AMI that is backed by a root Amazon Elastic Block Store (Amazon EBS)
volume that contains the application data. Apply the default settings to the EC2 instances.

C. Launch new EC2 instances by using an AMI that is backed by an EC2 instance store volume. Attach an Amazon
Elastic Block Store (Amazon EBS) volume to contain the application data. Apply the default settings to the EC2
instances.

D. Launch new EC2 instances by using an AMI that is backed by an Amazon Elastic Block Store (Amazon EBS)
volume. Attach an additional EC2 instance store volume to contain the application data. Apply the default settings to the
EC2 instances.

Correct Answer: C

Explanation: Amazon EC2 instances can use two types of storage volumes: instance store volumes and Amazon EBS
volumes. Instance store volumes are ephemeral, meaning they are only attached to the instance for the duration of its
life cycle. If the instance is stopped, terminated, or fails, the data on the instance store volume is lost. Amazon EBS
volumes are persistent, meaning they can be detached from the instance and attached to another instance, and the
data on the volume is preserved. To meet the requirement of persisting the data even if the EC2 instances are
terminated, the data engineer must use Amazon EBS volumes to store the application data. The solution is to launch
new EC2 instances by using an AMI that is backed by an EC2 instance store volume, which is the default option for
most AMIs. Then, the data engineer must attach an Amazon EBS volume to each instance and configure the application
to write the data to the EBS volume. This way, the data will be saved on the EBS volume and can be accessed by
another instance if needed. The data engineer can apply the default settings to the EC2 instances, as there is no need
to modify the instance type, security group, or IAM role for this solution. The other options are either not feasible or not
optimal. Launching new EC2 instances by using an AMI that is backed by an EC2 instance store volume that contains
the application data (option A) or by using an AMI that is backed by a root Amazon EBS volume that contains the
application data (option B) would not work, as the data on the AMI would be outdated and overwritten by the new
instances. Attaching an additional EC2 instance store volume to contain the application data (option D)would not work,
as the data on the instance store volume would be lost if the instance is terminated. References: Amazon EC2 Instance
Store Amazon EBS Volumes AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide, Chapter 2:
Data Store Management, Section 2.1: Amazon EC2

QUESTION 2

A company uses AWS Step Functions to orchestrate a data pipeline. The pipeline consists of Amazon EMR jobs that
ingest data from data sources and store the data in an Amazon S3 bucket. The pipeline also includes EMR jobs that
load the data to Amazon Redshift.

The company\\'s cloud infrastructure team manually built a Step Functions state machine. The cloud infrastructure team
launched an EMR cluster into a VPC to support the EMR jobs. However, the deployed Step Functions state machine is
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not able to run the EMR jobs.

Which combination of steps should the company take to identify the reason the Step Functions state machine is not able
to run the EMR jobs? (Choose two.)

A. Use AWS CloudFormation to automate the Step Functions state machine deployment. Create a step to pause the
state machine during the EMR jobs that fail. Configure the step to wait for a human user to send approval through an
email message. Include details of the EMR task in the email message for further analysis.

B. Verify that the Step Functions state machine code has all IAM permissions that are necessary to create and run the
EMR jobs. Verify that the Step Functions state machine code also includes IAM permissions to access the Amazon S3
buckets that the EMR jobs use. Use Access Analyzer for S3 to check the S3 access properties.

C. Check for entries in Amazon CloudWatch for the newly created EMR cluster. Change the AWS Step Functions state
machine code to use Amazon EMR on EKS. Change the IAM access policies and the security group configuration for
the Step Functions state machine code to reflect inclusion of Amazon Elastic Kubernetes Service (Amazon EKS).

D. Query the flow logs for the VPC. Determine whether the traffic that originates from the EMR cluster can successfully
reach the data providers. Determine whether any security group that might be attached to the Amazon EMR cluster
allows connections to the data source servers on the informed ports.

E. Check the retry scenarios that the company configured for the EMR jobs. Increase the number of seconds in the
interval between each EMR task. Validate that each fallback state has the appropriate catch for each decision state.
Configure an Amazon Simple Notification Service (Amazon SNS) topic to store the error messages.

Correct Answer: BD

Explanation: To identify the reason why the Step Functions state machine is not able to run the EMR jobs, the company
should take the following steps: Verify that the Step Functions state machine code has all IAM permissions that are
necessary to create and run the EMR jobs. The state machine code should have an IAM role that allows it to invoke the
EMR APIs, such as RunJobFlow, AddJobFlowSteps, and DescribeStep. The state machine code should also have IAM
permissions to access the Amazon S3 buckets that the EMR jobs use as input and output locations. The company can
use Access Analyzer for S3 to check the access policies and permissions of the S3 buckets12. Therefore, option B is
correct. Query the flow logs for the VPC. The flow logs can provide information about the network traffic to and from the
EMR cluster that is launched in the VPC. The company can use the flow logs to determine whether the traffic that
originates from the EMR cluster can successfully reach the data providers, such as Amazon RDS, Amazon Redshift, or
other external sources. The company can also determine whether any security group that might be attached to the EMR
cluster allows connections to the data source servers on the informed ports. The company can use Amazon VPC Flow
Logs or Amazon CloudWatch Logs Insights to query the flow logs3 . Therefore, option D is correct. Option A is incorrect
because it suggests using AWS CloudFormation to automate the Step Functions state machine deployment. While this
is a good practice to ensure consistency and repeatability of the deployment, it does not help to identify the reasonwhy
the state machine is not able to run the EMR jobs. Moreover, creating a step to pause the state machine during the
EMR jobs that fail and wait for a human user to send approval through an email message is not a reliable way to
troubleshoot the issue. The company should use the Step Functions console or API to monitor the execution history and
status of the state machine, and use Amazon CloudWatch to view the logs and metrics of the EMR jobs . Option C is
incorrect because it suggests changing the AWS Step Functions state machine code to use Amazon EMR on EKS.
Amazon EMR on EKS is a service that allows you to run EMR jobs on Amazon Elastic Kubernetes Service (Amazon
EKS) clusters. While this service has some benefits, such as lower cost and faster execution time, it does not support all
the features and integrations that EMR on EC2 does, such as EMR Notebooks, EMR Studio, and EMRFS. Therefore,
changing the state machine code to use EMR on EKS may not be compatible with the existing data pipeline and may
introduce new issues. Option E is incorrect because it suggests checking the retry scenarios that the company
configured for the EMR jobs. While this is a good practice to handle transient failures and errors, it does not help to
identify the root cause of why the state machine is not able to run the EMR jobs. Moreover, increasing the number of
seconds in the interval between each EMR task may not improve the success rate of the jobs, and may increase the
execution time and cost of the state machine. Configuring an Amazon SNS topic to store the error messages may help
to notify the company of any failures, but it does not provide enough information to troubleshoot the issue. References:
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1: Manage an Amazon EMR Job - AWS Step Functions
2: Access Analyzer for S3 - Amazon Simple Storage Service

3: Working with Amazon EMR and VPC Flow Logs - Amazon EMR [4]: Analyzing VPC Flow Logs with Amazon
CloudWatch Logs Insights - Amazon Virtual Private Cloud [5]: Monitor AWS Step Functions - AWS Step Functions [6]:
Monitor Amazon EMR clusters - Amazon EMR [7]: Amazon EMR on Amazon EKS - Amazon EMR

QUESTION 3

A data engineer needs to use an Amazon QuickSight dashboard that is based on Amazon Athena queries on data that
is stored in an Amazon S3 bucket. When the data engineer connects to the QuickSight dashboard, the data engineer
receives an error message that indicates insufficient permissions.

Which factors could cause to the permissions-related errors? (Choose two.)
A. There is no connection between QuickSgght and Athena.

B. The Athena tables are not cataloged.

C. QuickSight does not have access to the S3 bucket.

D. QuickSight does not have access to decrypt S3 data.

E. There is no 1AM role assigned to QuickSight.

Correct Answer: CD

Explanation: QuickSight does not have access to the S3 bucket and QuickSight does not have access to decrypt S3
data are two possible factors that could cause the permissions- related errors. Amazon QuickSight is a business
intelligence service that allows you to create and share interactive dashboards based on various data sources, including
Amazon Athena. Amazon Athena is a serverless query service that allows you to analyze data stored in Amazon S3
using standard SQL. To use an Amazon QuickSight dashboard that is based on Amazon Athena queries on data that is
stored in an Amazon S3 bucket, you need to grant QuickSight access to both Athena and S3, as well as any encryption
keys that are used to encrypt the S3 data. If QuickSight does not have access to the S3 bucket or the encryption keys, it
will not be able to read the data from Athena and display it on the dashboard, resulting in an error message that
indicates insufficient permissions. The other options are not factors that could cause the permissions-related errors.
Option A, there is no connection between QuickSight and Athena, is not a factor, as QuickSight supports Athena as a
native data source, and you can easily create a connection between them using the QuickSight console or the API.
Option B, the Athena tables are not cataloged, is not a factor, as QuickSight can automatically discover the Athena
tables that are cataloged in the AWS Glue Data Catalog, and you can also manually specify the Athena tables that are
not cataloged. Option E, there is no IAM role assigned to QuickSight, is not a factor, as QuickSight requires an IAM role
to access any AWS data sources, including Athena and S3, and you can create and assign an IAM role to QuickSight
using the QuickSight console or the API. References: Using Amazon Athena as a Data Source Granting Amazon
QuickSight Access to AWS Resources Encrypting Data at Rest in Amazon S3

QUESTION 4

A company stores datasets in JSON format and .csv format in an Amazon S3 bucket. The company has Amazon RDS
for Microsoft SQL Server databases, Amazon DynamoDB tables that are in provisionedcapacity mode, and an Amazon
Redshift cluster. A data engineering team must develop a solution that will give data scientists the ability to query all
data sources by using syntax similar to SQL.
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Which solution will meet these requirements with the LEAST operational overhead?

A. Use AWS Glue to crawl the data sources. Store metadata in the AWS Glue Data Catalog. Use Amazon Athena to
query the data. Use SQL for structured data sources. Use PartiQL for data that is stored in JSON format.

B. Use AWS Glue to crawl the data sources. Store metadata in the AWS Glue Data Catalog. Use Redshift Spectrum to
query the data. Use SQL for structured data sources. Use PartiQL for data that is stored in JSON format.

C. Use AWS Glue to crawl the data sources. Store metadata in the AWS Glue Data Catalog. Use AWS Glue jobs to
transform data that is in JSON format to Apache Parquet or .csv format. Store the transformed data in an S3 bucket.
Use Amazon Athena to query the original and transformed data from the S3 bucket.

D. Use AWS Lake Formation to create a data lake. Use Lake Formation jobs to transform the data from all data sources
to Apache Parquet format. Store the transformed data in an S3 bucket. Use Amazon Athena or Redshift Spectrum to
query the data.

Correct Answer: A

Explanation: The best solution to meet the requirements of giving data scientists the ability to query all data sources by
using syntax similar to SQL with the least operational overhead is to use AWS Glue to crawl the data sources, store
metadata in the AWS Glue Data Catalog, use Amazon Athena to query the data, use SQL for structured data sources,
and use PartiQL for data that is stored in JSON format. AWS Glue is a serverless data integration service that makes it
easy to prepare, clean, enrich, and move data between data storesl. AWS Glue crawlers are processes that connect to
a data store, progress through a prioritized list of classifiers to determine the schema for your data, and then create
metadata tables in the Data Catalog2. The Data Catalog is a persistent metadata store that contains table definitions,
job definitions, and other control information to help you manage your AWS Glue components3. You can use AWS Glue
to crawl the data sources, such as Amazon S3, Amazon RDS for Microsoft SQL Server, and Amazon DynamoDB, and
store the metadata in the Data Catalog. Amazon Athena is a serverless, interactive query service that makes it easy to
analyze data directly in Amazon S3 using standard SQL or Python4. Amazon Athena also supports PartiQL, a SQL-
compatible query language that lets you query, insert, update, and delete data from semi-structured and nested data,
such as JSON. You can use Amazon Athena to query the data from the Data Catalog using SQL for structured data
sources, such as .csv files and relational databases, and PartiQL for data that is stored in JSON format. You can also
use Athena to query data from other data sources, such as Amazon Redshift, using federated queries. Using AWS Glue
and Amazon Athena to query all data sources by using syntax similar to SQL is the least operational overhead solution,
as you do not need to provision, manage, or scale any infrastructure, and you pay only for the resources you use. AWS
Glue charges you based on the compute time and the data processed by your crawlers and ETL jobs1l. Amazon Athena
charges you based on the amount of data scanned by your queries. You can also reduce the cost and improve the
performance of your queries by using compression, partitioning, and columnar formats for your data in Amazon S3.
Option B is not the best solution, as using AWS Glue to crawl the data sources, store metadata in the AWS Glue Data
Catalog, and use Redshift Spectrum to query the data, would incur more costs and complexity than using Amazon
Athena. Redshift Spectrum is a feature of Amazon Redshift, a fully managed data warehouse service, that allows you to
query and join data across your data warehouse and your data lake using standard SQL. While Redshift Spectrum is
powerful and useful for many data warehousing scenarios, it is not necessary or cost-effective for querying all data
sources by using syntax similar to SQL. Redshift Spectrum charges you based on the amount of data scanned by your
queries, which is similar to Amazon Athena, but it also requires you to have an Amazon Redshift cluster, which charges
you based on the node type, the number of nodes, and the duration of the cluster5. These costs can add up quickly,
especially if you have large volumes of data and complex queries. Moreover, using Redshift Spectrum would introduce
additional latency and complexity, as you would have to provision and manage the cluster, and create an external
schema and database for the data in the Data Catalog, instead of querying it directly from Amazon Athena. Option C is
not the best solution, as using AWS Glue to crawl the data sources, store metadata in the AWS Glue Data Catalog, use
AWS Glue jobs to transform data that is in JSON format to Apache Parquet or .csv format, store the

transformed data in an S3 bucket, and use Amazon Athena to query the original and transformed data from the S3
bucket, would incur more costs and complexity than using Amazon Athena with PartiQL. AWS Glue jobs are ETL scripts
that

you can write in Python or Scala to transform your data and load it to your target data store. Apache Parquet is a
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columnar storage format that can improve the performance of analytical queries by reducing the amount of data that
needs to be

scanned and providing efficient compression and encoding schemes6. While using AWS Glue jobs and Parquet can
improve the performance and reduce the cost of your queries, they would also increase the complexity and the
operational

overhead of the data pipeline, as you would have to write, run, and monitor the ETL jobs, and store the transformed
data in a separate location in Amazon S3. Moreover, using AWS Glue jobs and Parquet would introduce additional
latency,

as you would have to wait for the ETL jobs to finish before querying the transformed data.

Option D is not the best solution, as using AWS Lake Formation to create a data lake, use Lake Formation jobs to
transform the data from all data sources to Apache Parquet format, store the transformed data in an S3 bucket, and
use

Amazon Athena or RedshiftSpectrum to query the data, would incur more costs and complexity than using Amazon
Athena with PartiQL. AWS Lake Formation is a service that helps you centrally govern, secure, and globally share data
for

analytics and machine learning7. Lake Formation jobs are ETL jobs that you can create and run using the Lake
Formation console or API. While using Lake Formation and Parquet can improve the performance and reduce the cost
of your

queries, they would also increase the complexity and the operational overhead of the data pipeline, as you would have
to create, run, and monitor the Lake Formation jobs, and store the transformed data in a separate location in Amazon
S3.

Moreover, using Lake Formation and Parquet would introduce additional latency, as you would have to wait for the Lake
Formation jobs to finish before querying the transformed data. Furthermore, using Redshift Spectrum to query the data

would also incur the same costs and complexity as mentioned in option B. References:

What is Amazon Athena?

Data Catalog and crawlers in AWS Glue

AWS Glue Data Catalog

Columnar Storage Formats

AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide AWS Glue Schema Registry
What is AWS Glue?

Amazon Redshift Serverless

Amazon Redshift provisioned clusters

[Querying external data using Amazon Redshift Spectrum] [Using stored procedures in Amazon Redshift]
[What is AWS Lambda?]

[PartiQL for Amazon Athena]

[Federated queries in Amazon Athena]
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[Amazon Athena pricing]
[Top 10 performance tuning tips for Amazon Athena] [AWS Glue ETL jobs]

[AWS Lake Formation jobs]

QUESTION 5

A company is migrating on-premises workloads to AWS. The company wants to reduce overall operational overhead.
The company also wants to explore serverless options.

The company\\'s current workloads use Apache Pig, Apache Oozie, Apache Spark, Apache Hbase, and Apache Flink.
The on-premises workloads process petabytes of data in seconds. The company must maintain similar or better
performance after the migration to AWS.

Which extract, transform, and load (ETL) service will meet these requirements?

A. AWS Glue

B. Amazon EMR

C. AWS Lambda

D. Amazon Redshift

Correct Answer: A

Explanation: AWS Glue is a fully managed serverless ETL service that can handle petabytes of data in seconds. AWS
Glue can run Apache Spark and Apache Flink jobs without requiring any infrastructure provisioning or management.

AWS

Glue can also integrate with Apache Pig, Apache Oozie, and Apache Hbase using AWS Glue Data Catalog and AWS
Glue workflows. AWS Glue can reduce the overall operational overhead by automating the data discovery, data

preparation, and data loading processes. AWS Glue can also optimize the cost and performance of ETL jobs by using
AWS Glue Job Bookmarking, AWS Glue Crawlers, and AWS Glue Schema Registry. References:

AWS Glue

AWS Glue Data Catalog
AWS Glue Workflows

[AWS Glue Job Bookmarking]
[AWS Glue Crawlers]

[AWS Glue Schema Registry]

[AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide]
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