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QUESTION 1

A company has five offices in different AWS Regions. Each office has its own human resources (HR) department that
uses a unique IAM role. The company stores employee records in a data lake that is based on Amazon S3 storage. A
data engineering team needs to limit access to the records. Each HR department should be able to access records for
only employees who are within the HR department\\'s Region. 

Which combination of steps should the data engineering team take to meet this requirement with the LEAST operational
overhead? (Choose two.) 

A. Use data filters for each Region to register the S3 paths as data locations. 

B. Register the S3 path as an AWS Lake Formation location. 

C. Modify the IAM roles of the HR departments to add a data filter for each department\\'s Region. 

D. Enable fine-grained access control in AWS Lake Formation. Add a data filter for each Region. 

E. Create a separate S3 bucket for each Region. Configure an IAM policy to allow S3 access. Restrict access based on
Region. 

Correct Answer: BD 

Explanation: AWS Lake Formation is a service that helps you build, secure, and manage data lakes on Amazon S3. You
can use AWS Lake Formation to register the S3 path as a data lake location, and enable fine-grained access control to
limit access to the records based on the HR department\\'s Region. You can use data filters to specify which S3 prefixes
or partitions each HR department can access, and grant permissions to the IAM roles of the HR departments
accordingly. This solution will meet the requirement with the least operational overhead, as it simplifies the data lake
management and security, and leverages the existing IAM roles of the HR departments12. The other options are not
optimal for the following reasons: 

A. Use data filters for each Region to register the S3 paths as data locations. This option is not possible, as data filters
are not used to register S3 paths as data locations, but to grant permissions to access specific S3 prefixes or partitions
within a data location. Moreover, this option does not specify how to limit access to the records based on the HR
department\\'s Region. C. Modify the IAM roles of the HR departments to add a data filter for each department\\'s
Region. This option is not possible, as data filters are not added to IAM roles, but to permissions granted by AWS Lake
Formation. Moreover, this option does not specify how to register the S3 path as a data lake location, or how to enable
fine-grained access control in AWS Lake Formation. E. Create a separate S3 bucket for each Region. Configure an IAM
policy to allow S3 access. Restrict access based on Region. This option is not recommended, as it would require more
operational overhead to create and manage multiple S3 buckets, and to configure and maintain IAM policies for each
HR department. Moreover, this option does not leverage the benefits of AWS Lake Formation, such as data cataloging,
data transformation, and data governance. References: 

1: AWS Lake Formation 

2: AWS Lake Formation Permissions : AWS Identity and Access Management : Amazon S3 

 

QUESTION 2

A data engineer needs to securely transfer 5 TB of data from an on-premises data center to an Amazon S3 bucket.
Approximately 5% of the data changes every day. Updates to the data need to be regularlyproliferated to the S3 bucket.
The data includes files that are in multiple formats. The data engineer needs to automate the transfer process and must
schedule the process to run periodically. 
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Which AWS service should the data engineer use to transfer the data in the MOST operationally efficient way? 

A. AWS DataSync 

B. AWS Glue 

C. AWS Direct Connect 

D. Amazon S3 Transfer Acceleration 

Correct Answer: A 

Explanation: AWS DataSync is an online data movement and discovery service that simplifies and accelerates data
migrations to AWS as well as moving data to and from on- premises storage, edge locations, other cloud providers, and
AWS Storage services1. AWS DataSync can copy data to and from various sources and targets, including Amazon S3,
and handle files in multiple formats. AWS DataSync also supports incremental transfers, meaning it can detect and copy
only the changes to the data, reducing the amount of data transferred and improving the performance. AWS DataSync
can automate and schedule the transfer process using triggers, and monitor the progress and status of the transfers
using CloudWatch metrics and events1. AWS DataSync is the most operationally efficient way to transfer the data in
this scenario, as it meets all the requirements and offers a serverless and scalable solution. AWS Glue, AWS Direct
Connect, and Amazon S3 Transfer Acceleration are not the best options for this scenario, as they have some limitations
or drawbacks compared to AWS DataSync. AWS Glue is a serverless ETL service that can extract, transform, and load
data from various sources to various targets, including Amazon S32. However, AWS Glue is not designed for large-
scale data transfers, as it has some quotas and limits on the number and size of files it can process3. AWS Glue also
does not support incremental transfers, meaning it would have to copy the entire data set every time, which would be
inefficient and costly. AWS Direct Connect is a service that establishes a dedicated network connection between your
on-premises data center and AWS, bypassing the public internet and improving the bandwidth and performance of the
data transfer. However, AWS Direct Connect is not a data transfer service by itself, as it requires additional services or
tools to copy the data, such as AWS DataSync, AWS Storage Gateway, or AWS CLI. AWS Direct Connect also has
some hardware and location requirements, and charges you for the port hours and data transfer out of AWS. Amazon
S3 Transfer Acceleration is a feature that enables faster data transfers to Amazon S3 over long distances, using the
AWS edge locations and optimized network paths. However, Amazon S3 Transfer Acceleration is not a data transfer
service by itself, as it requires additional services or tools to copy the data, such as AWS CLI, AWS SDK, or third-party
software. Amazon S3 Transfer Acceleration also charges you for the data transferred over the accelerated endpoints,
and does not guarantee a performance improvement for every transfer, as it depends on various factors such as the
network conditions, the distance, and the object size. References: AWS DataSync AWS Glue AWS Glue quotas and
limits [AWS Direct Connect] [Data transfer options for AWS Direct Connect] [Amazon S3 Transfer Acceleration] [Using
Amazon S3 Transfer Acceleration] 

 

QUESTION 3

A company\\'s data engineer needs to optimize the performance of table SQL queries. The company stores data in an
Amazon Redshift cluster. The data engineer cannot increase the size of the cluster because of budget constraints. The
company stores the data in multiple tables and loads the data by using the EVEN distribution style. Some tables are
hundreds of gigabytes in size. Other tables are less than 10 MB in size. 

Which solution will meet these requirements? 

A. Keep using the EVEN distribution style for all tables. Specify primary and foreign keys for all tables. 

B. Use the ALL distribution style for large tables. Specify primary and foreign keys for all tables. 

C. Use the ALL distribution style for rarely updated small tables. Specify primary and foreign keys for all tables. 

D. Specify a combination of distribution, sort, and partition keys for all tables. 
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Correct Answer: C 

Explanation: This solution meets the requirements of optimizing the performance of table SQL queries without
increasing the size of the cluster. By using the ALL distribution style for rarely updated small tables, you can ensure that
the entire table is copied to every node in the cluster, which eliminates the need for data redistribution during joins. This
can improve query performance significantly, especially for frequently joined dimension tables. However, using the ALL
distribution style also increases the storage space and the load time, so it is only suitable for small tables that are not
updated frequently orextensively. By specifying primary and foreign keys for all tables, you can help the query optimizer
to generate better query plans and avoid unnecessary scans or joins. You can also use the AUTO distribution style to let
Amazon Redshift choose the optimal distribution style based on the table size and the query patterns. References:
Choose the best distribution style Distribution styles Working with data distribution styles 

 

QUESTION 4

A financial company wants to implement a data mesh. The data mesh must support centralized data governance, data
analysis, and data access control. The company has decided to use AWS Glue for data catalogs and extract, transform,
and load (ETL) operations. 

Which combination of AWS services will implement a data mesh? (Choose two.) 

A. Use Amazon Aurora for data storage. Use an Amazon Redshift provisioned cluster for data analysis. 

B. Use Amazon S3 for data storage. Use Amazon Athena for data analysis. 

C. Use AWS Glue DataBrewfor centralized data governance and access control. 

D. Use Amazon RDS for data storage. Use Amazon EMR for data analysis. 

E. Use AWS Lake Formation for centralized data governance and access control. 

Correct Answer: BE 

Explanation: A data mesh is an architectural framework that organizes data into domains and treats data as products
that are owned and offered for consumption by different teams1. A data mesh requires a centralized layer for data
governance and access control, as well as a distributed layer for data storage and analysis. AWS Glue can provide data
catalogs and ETL operations for the data mesh, but it cannot provide data governance and access control by itself2.
Therefore, the company needs to use another AWS service for this purpose. AWS Lake Formation is a service that
allows you to create, secure, and manage data lakes on AWS3. It integrates with AWS Glue and other AWS services to
provide centralized data governance and access control for the data mesh. Therefore, option E is correct. For data
storage and analysis, the company can choose from different AWS services depending on their needs and preferences.
However, one of the benefits of a data mesh is that it enables data to be stored and processed in a decoupled and
scalable way1. Therefore, using serverless or managed services that can handle large volumes and varieties of data is
preferable. Amazon S3 is a highly scalable, durable, and secure object storage service that can store any type of data.
Amazon Athena is a serverless interactive query service that can analyze data in Amazon S3 using standard SQL.
Therefore, option B is a good choice for data storage and analysis in a data mesh. Option A, C, and D are not optimal
because they either use relational databases that are not suitable for storing diverse and unstructured data, or they
require more management and provisioning than serverless services. References: 

1: What is a Data Mesh? - Data Mesh Architecture Explained - AWS 

2: AWS Glue - Developer Guide 

3: AWS Lake Formation - Features [4]: Design a data mesh architecture using AWS Lake Formation and AWS Glue [5]:
Amazon S3 - Features [6]: Amazon Athena - Features 
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QUESTION 5

A company extracts approximately 1 TB of data every day from data sources such as SAP HANA, Microsoft SQL
Server, MongoDB, Apache Kafka, and Amazon DynamoDB. Some of the data sources have undefined data schemas or
data schemas that change. 

A data engineer must implement a solution that can detect the schema for these data sources. The solution must
extract, transform, and load the data to an Amazon S3 bucket. The company has a service level agreement (SLA) to
load the data into the S3 bucket within 15 minutes of data creation. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Use Amazon EMR to detect the schema and to extract, transform, and load the data into the S3 bucket. Create a
pipeline in Apache Spark. 

B. Use AWS Glue to detect the schema and to extract, transform, and load the data into the S3 bucket. Create a
pipeline in Apache Spark. 

C. Create a PvSpark proqram in AWS Lambda to extract, transform, and load the data into the S3 bucket. 

D. Create a stored procedure in Amazon Redshift to detect the schema and to extract, transform, and load the data into
a Redshift Spectrum table. Access the table from Amazon S3. 

Correct Answer: B 

AWS Glue is a fully managed service that provides a serverless data integration platform. It can automatically discover
and categorize data from various sources, including SAP HANA, Microsoft SQL Server, MongoDB, Apache Kafka, and
Amazon DynamoDB. It can also infer the schema of the data and store it in the AWS Glue Data Catalog, which is a
central metadata repository. AWS Glue can then use the schema information to generate and run Apache Spark code to
extract, transform, and load the data into an Amazon S3 bucket. AWS Glue can also monitor and optimize the
performance and cost of the data pipeline, and handle any schema changes that may occur in the source data. AWS
Glue can meet the SLA of loading the data into the S3 bucket within 15 minutes of data creation, as it can trigger the
data pipeline based on events, schedules, or on-demand. AWS Glue has the least operational overhead among the
options, as it does not require provisioning, configuring, or managing any servers or clusters. It also handles scaling,
patching, and security automatically. References: AWS Glue [AWS Glue Data Catalog] [AWS Glue Developer Guide]
AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide 
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