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QUESTION 1

CyberArk EPM\\'s Ransomware Protection comes with file types to be protected out of the box. If an EPM Administrator
would like to remove a file type from Ransomware Protection, where can this be done? 

A. Policy Scope within Protect Against Ransomware 

B. Authorized Applications (Ransomware Protection) within Application Groups 

C. Set Security Permissions within Advanced Policies 

D. Protected Files within Agent Configurations 

Correct Answer: D 

 

QUESTION 2

An end user is reporting that an application that needs administrative rights is crashing when selecting a certain option
menu item. The Application is part of an advanced elevate policy and is working correctly except when using that menu
item. 

What could be the EPM cause of the error? 

A. The Users defined in the advanced policy do not include the end user running the application. 

B. The Advanced: Time options are not set correctly to include the time that the user is running the application at. 

C. The Elevate Child Processes option is not enabled. 

D. The Specify permissions to be set for selected Services on End-user Computers is set to Allow Start/Stop 

Correct Answer: C 

 

QUESTION 3

A particular user in company ABC requires the ability to run any application with administrative privileges every day that
they log in to their systems for a total duration of 5 working days. 

What is the correct solution that an EPM admin can implement? 

A. An EPM admin can generate a JIT access and elevation policy with temporary access timeframe set to 120 hours 

B. An EPM admin can generate a JIT access and elevation policy with temporary access timeframe set to 120 hours
and Terminate administrative processes when the policy expires option unchecked 

C. An EPM admin can create an authorization token for each application needed by running: EPMOPAGtool.exe
-command gentoken -targetUser -filehash -timeLimit 120 -action run 

D. An EPM admin can create a secure token for the end user\\'s computer and instruct the end user to open an
administrative command prompt and run the command vfagent.exe - UseToken  
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Correct Answer: B 

 

QUESTION 4

What is required to configure SAML authentication on EPM? 

A. OAuth token 

B. Signed Authentication Request 

C. Encrypted Assertion 

D. Signed SAML Response 

Correct Answer: D 

 

QUESTION 5

What is a valid step to investigate an EPM agent that is unable to connect to the EPM server? 

A. On the end point, open a browser session to the URL of the EPM server. 

B. Ping the endpoint from the EPM server. 

C. Ping the server from the endpoint. 

D. Restart the end point 

Correct Answer: C 
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