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QUESTION 1

An organization wants guests to be able to create their own guest accounts for access to the public WLAN. Guests do
not want to have to repeatedly log in multiple times through the day. 

Which ClearPass feature can meet these requirements? 

A. ClearPass Onboard Portal. 

B. Guest access with Media Access Control (MAC) caching. 

C. Enforcement based on endpoint profiling. 

D. Guest self-registration with sponsor approval. 

Correct Answer: A 

 

QUESTION 2

Sponsorship has been enabled on the guest network. A guest user connects and completes the self-registration form
indicating a valid sponsor. The guest then clicks submit. 

What is the current state of the guest account? 

A. The guest account is created in an enabled state with the "Log In" button functional. 

B. The guest account is created in disabled state, the "Log In" button will appear only after the sponsor approval
process is completed. 

C. The guest account is created in a disabled state with the "Log In" button grayed out. 

D. The guest account is not yet created and remains in a disabled state. There is not "Log In" button yet displayed. 

Correct Answer: B 

 

QUESTION 3

When using Guest Authentication with MAC Caching service template, which statements are true? (Choose two.) 

A. The guest authentication is provided better security than without using MAC caching. 

B. The endpoint status of the client will be treated as "known" the first time the client associates to the network. 

C. Which wireless SSID and wireless controller must be indicated when configuring the template. 

D. The client will be required to re-enter their credentials even if still within the MAC-Auth Expiry term. 

Correct Answer: AC 
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QUESTION 4

What is true regarding Posturing and Profiling? 

A. Profiling describes categorizing the user based on their department while Posturing validates the user as
authenticated. 

B. Profiling is the act of identifying the endpoint type while Posturing is assigning a status as to the health of the
endpoint. 

C. Posturing and Profiling are role assignments in ClearPass used internally to map to enforcement policies. 

D. Both Posturing and Profiling describe the same thing; what is the health of the client endpoint? 

Correct Answer: D 

 

QUESTION 5

What services are recommended to be allowed by the pre-authenticated role assigned to the Client during the Captive
Portal process? (Choose three.) 

A. DHCP options 43 and 150 

B. RADIUS to ClearPass 

C. HTTPS to ClearPass 

D. HTTPS to the Internet 

E. DHCP address assignment 

F. DNS resolution 

Correct Answer: CEF 
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