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QUESTION 1

What is an effect of the Cache Timeout setting on the authentication source settings for Active Directory? 

A. ClearPass will validate the user credentials, then, for the duration of the cache, ClearPass will just fetch account
attributes. 

B. The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the A/D server by caching
the attributes. 

C. ClearPass will validate the user credentials on the first attempt, then will always fetch the account attributes. 

D. The Cache Timeout is designed to reduce the amount of traffic between ClearPass and the A/D server by caching
the credentials. 

Correct Answer: B 

Reference: https://community.arubanetworks.com/blogs/arunkumar1/2020/10/20/what-is-the-difference-between-
authentication-cache-timeout-and-machine-authentication-cache-timeout 

 

QUESTION 2

Which items can be obtained from device profiling? (Choose three.) 

A. Device Category 

B. Device Family 

C. Device Health 

D. Device Type 

E. Device Location 

Correct Answer: CDE 

 

QUESTION 3

What services are recommended to be allowed by the pre-authenticated role assigned to the Client during the Captive
Portal process? (Choose three.) 

A. DHCP options 43 and 150 

B. RADIUS to ClearPass 

C. HTTPS to ClearPass 

D. HTTPS to the Internet 

E. DHCP address assignment 
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F. DNS resolution 

Correct Answer: CEF 

 

QUESTION 4

Refer to the exhibit. 

What is true regarding leaving the indicated option "Use cached Roles and Posture attributes from previous sessions"
unchecked? 

A. A posture change applied to an endpoint is going to be lost each time the client re-authenticates. 

B. The service will make the enforcement decision based upon the updated Posture regardless of caching. 

C. Posturing will no longer be evaluated in determining the enforcement policy for current or future sessions. 

D. Cached posture results are no longer stored by ClearPass but instead are saved to the endpoint of the client. 

Correct Answer: A 

 

QUESTION 5

When using Guest Authentication with MAC Caching service template, which statements are true? (Choose two.) 

A. The guest authentication is provided better security than without using MAC caching. 

B. The endpoint status of the client will be treated as "known" the first time the client associates to the network. 
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C. Which wireless SSID and wireless controller must be indicated when configuring the template. 

D. The client will be required to re-enter their credentials even if still within the MAC-Auth Expiry term. 

Correct Answer: AC 
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