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QUESTION 1

Which ClearPass fingerprint collectors are valid for active profiling of endpoints? (Choose two.)
A. HTTP user agents

B. IF-MAP

C. DHCP fingerprinting

D. NMAP

E. SNMP

Correct Answer: AE

QUESTION 2

Refer to the Endpoint in the screenshot.

Edit Endpoint

Fingerprints §=0-[-LIL I8 Attributes

MAC Address 18ee6952ee34 IP Address -
Description Static IP FALSE
Hostname faculty:iOS 11.3:PDA 25
Device Category SmartDevice
Status e Known client Device OS Family Apple
_ Unknown client Device Name Apple iPad .
Disabled client Added At Feb 15, 2019 14:40:32 PST
MAC Vendor Apple, Inc. Last Profiled At Feb 15, 2019 14:40:32 PST
Added by clusteradmin
Online Status Not Available
Connection Type Unknown

What are possible ways that it was profiled? (Choose two.)
A. Exchange Plugging agent

B. NAD ARP listening handler

C. 3rd part MDM

D. DNS fingerprinting

E. Cisco Device Sensor

Correct Answer: BC
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QUESTION 3

What is the significance of using the [Allow ALL MAC AUTH] as an Authentication Method for Guests?
A. Client attempts will fail without an additional Authentication method applied.

B. All clients with unknown endpoints will be granted guest access regardless of authorization.

C. All clients with known endpoints will be granted guest access regardless of authorization.

D. This removes the reliance on the known or unknown status for MAC authentication.

Correct Answer: D

Reference: https://www.arubanetworks.com/techdocs/Instant_83_WebHelp/Content/Instant_UG/Authentication/Authenti
cationMethods.htm

QUESTION 4

Refer to the exhibit.

Summary m Authentication Roles Enforcement

Type: Aruba 802.1X Wireless .

Name: Test_Service

Description: Aruba 802.1X Wireless Access Service

Monitor Mode: Enable to monitor network access without enforcement
More Options: Authorization Posture Compliance Audit End-hosts

Profile Endpoints Accounting Proxy
Service Rule

Matches () ANY or (e) ALL of the following conditions:

Type Name Operator Value
1. RadiusIETF NAS-Port-Type EQUALS Wireless-802.11 (19)
2. RadiusIETF Service-Type BELONGS_TO Login-User (1), Framed
3. Radius:Aruba  Aruba-Essid-Name  EXISTS _
4. Radius:Aruba Aruba-Essid-Name EQUALS CORP
5. Click to add...

Which user authentication request will match the service rules of the Policy Service shown?
A. a wireless user connection would fail because of miss-configured service rules

B. a wireless user connected to any SSID named "CORP"
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C. a wireless user connecting to any SSID on an Aruba Controller
D. a wireless user connecting to an Aruba IAP on the SSID "CORP"

Correct Answer: D

QUESTION 5

Which fingerprint collectors can help to distinguish between an iPhone and an iPad? (Choose two.)
A. SNMP

B. IF-MAP

C. MAC OUI

D. TCP header capture

E. HTTP

Correct Answer: BC
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