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QUESTION 1

Refer to the exhibit.

Enforcement Policies - Corp SSID Access

Enforcement Rules

Enforcement:

Name: Corp SSID Access
Description:

Enforcement Type: RADIUS

Default Profile: Allow Internet Only Access
Rules:

Rules Evaluation Algorithm: First applicable

Conditions Actions

1. (Tips:Role employee) Allow Full Access

2. (Tips:Role | [Contractor]) Corp Secure Contractor

3. (Tips:Role Corp BYOD) Secure Corp BYOD Access

Configuration > Identity > Local Users

Local Users

Filter: | Role - contains employee b Clear Filter
e | |UserID A Name Role
1. | [] john john [Employee]
2. || mike mike [Employee]
3. [ neil neil [Employee]

Showing 1-3 of 3

What will be the enforcement for the user "neil"?
A. Allow Full Access

B. Secure Corp BYOD Access

C. Allow Internet Only Access

D. Corp Secure Contractor

Correct Answer: A

QUESTION 2
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What is the purpose of service rules in ClearPass?
A. selects the Enforcement Profiles used in a service
B. selects the Service to process a request

C. selects the Authentication Source for the client

D. selects the Posture Policy used with OnGuard

Correct Answer: C

QUESTION 3

Refer to the exhibit.

General Im Attributes Summary

Hostname: aruba-ad training arubanetworks

Connection Security: None .

Port: 389 (For secure connection, use 636)

Verify Server Certificate: v Enable to verify Server Certificate for secure connection
Bind DN: cpadmin@training.arubanetworks.com

(e.g. administrator@example.com OR cn=administrator,cn=users,dc=example,dc=com)
Bind Password: seassursnsisns
NetBIOS Domain Name: TRAINING

Base DN: ou=clearpass,dc=training,dc=arubanetworks,dc=com

Search Scope: SubTree Search x

LDAP Referrals: Follow referrals

Bind User: v/ Allow bind using user password

User Certificate: userCertificate

Always use NETBIOS name: Enable to always use NETBIOS name instead of the domain part in username for authentication

What does Search Base Dn do when joining an Active Directory domain? (Choose two.)
A. validates the connection details entered in the Connection Details

B. searches for the Base DN (Distinguished Name) based on what was typed in the field
C. sets the starting point in the directory tree for the Base DN (Distinguished Name) search
D. updates the Base DN (Distinguished Name) in Active Directory if no match is found

E. runs an Active Directory query that returns all results along with any matching the entered Base DN (Distinguished
Name)

Correct Answer: AC

Reference: https://www.arubanetworks.com/techdocs/ClearPass/6.8/Aruba_DeployGd_HTML/Content/LDAP%20and%
20SQL%20Auth%20Sources/LDAP_Auth_Source.htm

QUESTION 4
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Which is true regarding the Cisco Device Sensor feature in ClearPass? (Choose two.)

A. Forwards DHCP and HTTP user-agent info to ClearPass using Control and Datagram Transport Layer Security
(DTLS) encapsulation.

B. Requires the purchase of a supported Cisco Access Point licensed as an Aruba Monitor Mode AP, to then act as the
sensor.

C. Forwards DHCP and HTTP user-agent info to ClearPass using RADIUS accounting packets.
D. Gathers raw endpoint data from Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocol (LLDP).
E. Requires a Cisco Smart Net license to be installed on the Network Access Device (NAD) utilizing the feature.

Correct Answer: DE

QUESTION 5
What is true regarding Posturing and Profiling?

A. Profiling describes categorizing the user based on their department while Posturing validates the user as
authenticated.

B. Profiling is the act of identifying the endpoint type while Posturing is assigning a status as to the health of the
endpoint.

C. Posturing and Profiling are role assignments in ClearPass used internally to map to enforcement policies.
D. Both Posturing and Profiling describe the same thing; what is the health of the client endpoint?

Correct Answer: D
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