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QUESTION 1
DRAG DROP
Match the security description to the term that best fits. Options are used only once.

Select and Place:

Term Answer Area
Accountin Bescription

i 9 | used to match a credential that is being submitted
Authentication | to an account representing the client
Client applying access decisions based on attributes

attached to the user's account

Authorization

the owner of an endpoint that is providing
credentials

User

| the device which consumes networks resources

gathering the start and stop times of network
' access and ongoing health checks of an endpoint

Correct Answer:

Term Answer Area

Description
used to match a credential that is being submitted
to an account representing the client

applying access decisions based on attributes
attached to the user's account

Authentication

Authorization

the owner of an endpoint that is providing

User credentials

Client the device which consumes networks resources
- athering the start and stop times of network

Accounting 9 9 P

access and ongoing health checks of an endpoint

QUESTION 2

What is the significance of using the [Allow ALL MAC AUTH] as an Authentication Method for Guests?
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A. Client attempts will fail without an additional Authentication method applied.

B. All clients with unknown endpoints will be granted guest access regardless of authorization.
C. All clients with known endpoints will be granted guest access regardless of authorization.
D. This removes the reliance on the known or unknown status for MAC authentication.
Correct Answer: D

Reference: https://www.arubanetworks.com/techdocs/Instant_83_WebHelp/Content/Instant_UG/Authentication/Authenti
cationMethods.htm

QUESTION 3

An organization wants to have guests connect their own personal devices to the wireless network without requiring a
receptionist setting up a guest account.

Which ClearPass feature can be used to meet the organization\\'s requirements?
A. Policy Manager Enforcement

B. MAC authentication with profiling

C. ClearPass Onboard

D. Guest with self-registration

Correct Answer: D

QUESTION 4

Which actions are necessary to set up a ClearPass guest captive portal web login page to execute with no errors?
(Choose two.)

A. Configure the vendor settings in the Web Login page to match the Network Access Device (NAD).
B. Install a publicly signed HTTPS certificate in ClearPass and the Network Access Device (NAD).
C. Install an enterprise Certificate Authority (CA) signed HTTPS certificate in the Network Access Device (NAD).

D. Install an enterprise Certificate Authority (CA) signed HTTPS certificate in ClearPass and the Network Access Device
(NAD).

E. Configure the vendor settings in the Network Access Device (NAD) to match the web login page.

Correct Answer: BE

QUESTION 5

Refer to the exhibit.
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Services - Aruba 802.1X Secure Wireless

Summary &MCNMnticnﬁon ! Authorization | Roles m

| Use Cached Results: Use cached Roles and Posture attributes frem previous sessions
Enforcement Policy: aruba wireless enforcement policy - Modify|
Enforcement Policy Details
Description: Aruba wireless Enforcement policy
Default Profile: [Deny Access Profile]
Rules Evaluation Algorithm:  first-applicable
Conditions Enforcement Profiles
1. (Authorization: [Endpoints Repository]:.Category ) assign profile only role
(Tips:Role corporate_user) .
S ; assign employee full role
(Tips:Role computer)
(Tips:Role corporate_user) .
- - assign employee smart role
(Tips:Role smart_phone)
4. (Tips:Role temp_user) assign temp access role
(Tips:Role temp_user) .
i : ' rt rol
5 (Tips:Role smart_phone) assign employee smart role

What is true regarding leaving the indicated option "Use cached Roles and Posture attributes from previous sessions”
unchecked?

A. A posture change applied to an endpoint is going to be lost each time the client re-authenticates.

B. The service will make the enforcement decision based upon the updated Posture regardless of caching.

C. Posturing will no longer be evaluated in determining the enforcement policy for current or future sessions.

D. Cached posture results are no longer stored by ClearPass but instead are saved to the endpoint of the client.

Correct Answer: A
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