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QUESTION 1

Refer to the scenario. 

A customer is migrating from on-prem AD to Azure AD as its sole domain solution. The customer also manages both
wired and wireless devices with Microsoft Endpoint Manager (Intune). 

The customer wants to improve security for the network edge. You are helping the customer design a ClearPass
deployment for this purpose. Aruba network devices will authenticate wireless and wired clients to an Aruba ClearPass
Policy Manager (CPPM) cluster (which uses version 6.10). 

The customer has several requirements for authentication. The clients should only pass EAP-TLS authentication if a
query to Azure AD shows that they have accounts in Azure AD. To further refine the clients\\' privileges, ClearPass also
should use information collected by Intune to make access control decisions. 

You are planning to use Azure AD as the authentication source in 802.1X services. 

What should you make sure that the customer understands is required? 

A. An app registration on Azure AD that references the CPPM\\'s FQDN 

B. Windows 365 subscriptions 

C. CPPM\\'s RADIUS certificate was imported as trusted in the Azure AD directory 

D. Azure AD Domain Services 

Correct Answer: A 

To use Azure AD as the authentication source in 802.1X services, you need to configure CPPM as a SAML service
provider and Azure AD as a SAML identity provider. This allows CPPM to use Azure AD for user authentication and role
mapping. To do this, you need to create an app registration on Azure AD that references the CPPM\\'s FQDN as the
reply URL and the entity ID. You also need to grant the app registration the required permissions to access user
information from Azure AD1 

 

QUESTION 2

Refer to the exhibit. 
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Which security issue is possibly indicated by this traffic capture? 

A. An attempt at a DoS attack by a device acting as an unauthorized DNS server 

B. A port scan being run on the 10.1.7.0/24 subnet 

C. A command and control channel established with DNS tunneling 

D. An ARP poisoning or man-in-the-middle attempt by the device at 94:60:d5:bf:36:40 

Correct Answer: C 

DNS tunneling is a technique that abuses the DNS protocol to tunnel data or commands between a compromised host
and an attacker\\'s server. DNS tunneling can be used to establish a command and control channel, which allows the
attacker to remotely control the malware or exfiltrate data from the infected host1 The traffic capture in the exhibit shows
some signs of DNS tunneling. The source IP address is 10.1.7.2, which is likely an internal host behind a firewall. The
destination IP address is 8.8.8.8, which is a public DNS resolver. The DNS queries are for subdomains of badsite.com,
which is likely a malicious domain registered by the attacker. The subdomains have long and random names, such as
0x2a0x2a0x2a0x2a0x2a0x2a0x2a0x2a.badsite.com, which could be used to encode data or commands. The DNS
responses have large sizes, such as 512 bytes, which could be used to carry data or commands back to the host2 

 

QUESTION 3
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You are configuring gateway IDS/IPS settings in Aruba Central. 

For which reason would you set the Fail Strategy to Bypass? 

A. To permit traffic if the IPS engine falls to inspect It 

B. To enable the gateway to honor the allowlist settings configured in IDS/IPS policies 

C. To tell gateways to stop enforcing IDS/IPS policies if they lose connectivity to the Internet 

D. To avoid wasting IPS engine resources on filtering traffic for unauthenticated clients 

Correct Answer: A 

The Fail Strategy is a configuration option for the IPS mode of inspection on Aruba gateways. It defines the action to be
taken when the IPS engine crashes and cannot inspect the traffic. There are two possible options for the Fail Strategy:
Bypass and Block1 If you set the Fail Strategy to Bypass, you are telling the gateway to allow the traffic to flow without
inspection when the IPS engine fails. This option ensures that there is no disruption in the network connectivity, but it
also exposes the network to potential threats that are not detected or prevented by the IPS engine1 If you set the Fail
Strategy to Block, you are telling the gateway to stop the traffic flow until the IPS engine resumes inspection. This option
ensures that there is no compromise in the network security, but it also causes a loss of network connectivity for the
duration of the IPS engine failure1 

 

QUESTION 4

Which element helps to lay the foundation for solid network security forensics? 

A. Enable BPDU protection and loop protection on edqe switch ports 

B. Enabling debug-level information for network infrastructure device logs 

C. Implementing 802.1X authentication on switch ports that connect to APs 

D. Ensuring that all network devices use a correct, consistent clock 

Correct Answer: D 

This is because network forensics relies on the analysis of network traffic data, which is often time-stamped by the
devices that generate or transmit it. Having a synchronized and accurate clock across all network devices helps to
establish a reliable timeline of events and correlate different sources of evidence12 A. Enable BPDU protection and loop
protection on edge switch ports is not related to network security forensics, but rather to preventing network loops and
topology changes caused by rogue switches or bridges3 

B. Enabling debug-level information for network infrastructure device logs might provide more details about the network
activity, but it also consumes more resources and storage, and might not be relevant or useful for forensic analysis.
Moreover, debug-level information might not be available for long-term retention or legal purposes4 C. Implementing
802.1X authentication on switch ports that connect to APs is a good security practice to prevent unauthorized access to
the network, but it does not directly help with network security forensics. 802.1X authentication does not capture or
record network traffic data, which is the main source of evidence for network forensics 

 

QUESTION 5

Refer to the scenario. 
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A customer requires these rights for clients in the "medical-mobile" AOS firewall role on Aruba Mobility Controllers
(MCs): 

1. 

Permitted to receive IP addresses with DHCP 

2. 

Permitted access to DNS services from 10.8.9.7 and no other server 

3. 

Permitted access to all subnets in the 10.1.0.0/16 range except denied access to 10.1.12.0/22 

4. 

Denied access to other 10.0.0.0/8 subnets 

5. 

Permitted access to the Internet 

6. 

Denied access to the WLAN for a period of time if they send any SSH traffic 

7. 

Denied access to the WLAN for a period of time if they send any Telnet traffic 

8. 

Denied access to all high-risk websites 

External devices should not be permitted to initiate sessions with "medical-mobile" clients, only send return traffic. 

The exhibits below show the configuration for the role. 

Latest HPE6-A84 Dumps | HPE6-A84 VCE Dumps | HPE6-A84 Study Guide                                5 / 7

https://www.geekcert.com/hpe6-a84.html
https://www.geekcert.com/hpe6-a84.html
https://www.geekcert.com/hpe6-a84.html


https://www.geekcert.com/hpe6-a84.html
2024 Latest geekcert HPE6-A84 PDF and VCE dumps Download

There are multiple issues with the configuration. 

What is one of the changes that you must make to the policies to meet the scenario requirements? (In the options, rules
in a policy are referenced from top to bottom. For example, "medical-mobile" rule 1 is "ipv4 any any svc-dhcp permit,"
and rule 8 is "ipv4 any any any permit\\'.) 

A. In the "medical-mobile" policy, change the source in rule 1 to "user." 

B. In the "medical-mobile" policy, change the subnet mask in rule 3 to 255.255.248.0. 

C. In the "medical-mobile" policy, move rules 6 and 7 to the top of the list. 

D. Move the rule in the "apprf-medical-mobile-sacl" policy between rules 7 and 8 in the "medical-mobile" policy. 

Correct Answer: C 
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Rules 6 and 7 in the "medical-mobile" policy are used to deny access to the WLAN for a period of time if the clients send
any SSH or Telnet traffic, as required by the scenario. However, these rules are currently placed below rule 5, which
permits access to the Internet for any traffic. This means that rule 5 will override rules 6 and 7, and the clients will not be
denied access to the WLAN even if they send SSH or Telnet traffic. To fix this issue, rules 6 and 7 should be moved to
the top of the list, before rule 5. This way, rules 6 and 7 will take precedence over rule 5, and the clients will be denied
access to the WLAN if they send SSH or Telnet traffic, as expected. 
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