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QUESTION 1

Refer to the scenario. 

A customer has asked you to review their AOS-CX switches for potential vulnerabilities. The configuration for these
switches is shown below: 
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What is one recommendation to make? 

A. Let the RADIUS server confiqure VLANs on LAG 1 dynamically. 

B. Use MDS instead of SHA1 for the NTP authentication key. 

C. Encrypt the certificate in the TA-profile. 

D. Create a control plane ACL to limit the sources that can access the switch with SSH. 

Correct Answer: D 

According to the AOS-CX Switches Multiple Vulnerabilities1, one of the vulnerabilities (CVE-2021-41000) affects the
SSH service on AOS-CX switches. This vulnerability allows an unauthenticated remote attacker to cause a denial-of-
service condition on the switch by sending specially crafted SSH packets. The impact of this vulnerability is high, as it
could result in a loss of management access and network disruption. Therefore, one recommendation to make is to
create a control plane ACL to limit the sources that can access the switch with SSH. This way, the switch can filter out
unwanted or malicious SSH traffic and reduce the risk of exploitation. 

 

QUESTION 2

You are configuring gateway IDS/IPS settings in Aruba Central. 

For which reason would you set the Fail Strategy to Bypass? 

A. To permit traffic if the IPS engine falls to inspect It 

B. To enable the gateway to honor the allowlist settings configured in IDS/IPS policies 

C. To tell gateways to stop enforcing IDS/IPS policies if they lose connectivity to the Internet 

D. To avoid wasting IPS engine resources on filtering traffic for unauthenticated clients 

Correct Answer: A 

The Fail Strategy is a configuration option for the IPS mode of inspection on Aruba gateways. It defines the action to be
taken when the IPS engine crashes and cannot inspect the traffic. There are two possible options for the Fail Strategy:
Bypass and Block1 If you set the Fail Strategy to Bypass, you are telling the gateway to allow the traffic to flow without
inspection when the IPS engine fails. This option ensures that there is no disruption in the network connectivity, but it
also exposes the network to potential threats that are not detected or prevented by the IPS engine1 If you set the Fail
Strategy to Block, you are telling the gateway to stop the traffic flow until the IPS engine resumes inspection. This option
ensures that there is no compromise in the network security, but it also causes a loss of network connectivity for the
duration of the IPS engine failure1 

 

QUESTION 3

Refer to the scenario. 

A customer has an Aruba ClearPass cluster. The customer has AOS-CX switches that implement 802.1X authentication
to ClearPass Policy Manager (CPPM). 

Switches are using local port-access policies. 
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The customer wants to start tunneling wired clients that pass user authentication only to an Aruba gateway cluster. The
gateway cluster should assign these clients to the "eth- internet" role. The gateway should also handle assigning clients
to their VLAN, which is VLAN 20. 

The plan for the enforcement policy and profiles is shown below: The gateway cluster has two gateways with these IP
addresses: 

Gateway 1 
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1. 

VLAN 4085 (system IP) = 10.20.4.21 

2. 

VLAN 20 (users) = 10.20.20.1 

3. 

VLAN 4094 (WAN) = 198.51.100.14 

Gateway 2 

1. 

VLAN 4085 (system IP) = 10.20.4.22 

2. 

VLAN 20 (users) = 10.20.20.2 

3. 

VLAN 4094 (WAN) = 198.51.100.12 

VRRP on VLAN 20 = 10.20.20.254 

The customer requires high availability for the tunnels between the switches and the gateway cluster. If one gateway
falls, the other gateway should take over its tunnels. Also, the switch should be able to discover the gateway cluster
regardless of whether one of the gateways is in the cluster. 

You are setting up the UBT zone on an AOS-CX switch. 

Which IP addresses should you define in the zone? 

A. Primary controller = 10.20.4.21; backup controller = 10.20.4.22 

B. [Primary controller = 198.51.100.14; backup controller = 10.20.4.21 

C. Primary controller = 10 20 4 21: backup controller not defined 

D. Primary controller = 10.20.20.254; backup controller, not defined 

Correct Answer: A 

To configure user-based tunneling (UBT) on an AOS-CX switch, you need to specify the IP addresses of the mobility
gateways that will receive the tunneled traffic from the switch 1. The primary controller is the preferred gateway for the
switch to establish a tunnel, and the backup controller is the alternative gateway in case the primary controller fails or
becomes unreachable 1. The IP addresses of the gateways should be their system IP addresses, which are used for
inter-controller communication and cluster discovery 2. In this scenario, the customer has a gateway cluster with two
gateways, each with a system IP address on VLAN 4085. Therefore, the switch should use these system IP addresses
as the primary and backup controllers for UBT. The IP addresses of the gateways on VLAN 20 and VLAN 4094 are not
relevant for UBT, as they are used for user traffic and WAN connectivity, respectively 2. The VRRP IP address on VLAN
20 is also not applicable for UBT, as it is a virtual IP address that is not associated with any specific gateway 3.
Therefore, the best option is to use 10.20.4.21 as the primary controller and 10.20.4.22 as the backup controller for UBT
on the switch. This will ensure high availability and cluster discovery for the tunneled traffic from the switch to the
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gateway cluster. 

 

QUESTION 4

Refer to the exhibit. 

Which security issue is possibly indicated by this traffic capture? 

A. An attempt at a DoS attack by a device acting as an unauthorized DNS server 

B. A port scan being run on the 10.1.7.0/24 subnet 

C. A command and control channel established with DNS tunneling 

D. An ARP poisoning or man-in-the-middle attempt by the device at 94:60:d5:bf:36:40 

Correct Answer: C 

DNS tunneling is a technique that abuses the DNS protocol to tunnel data or commands between a compromised host
and an attacker\\'s server. DNS tunneling can be used to establish a command and control channel, which allows the
attacker to remotely control the malware or exfiltrate data from the infected host1 The traffic capture in the exhibit shows
some signs of DNS tunneling. The source IP address is 10.1.7.2, which is likely an internal host behind a firewall. The
destination IP address is 8.8.8.8, which is a public DNS resolver. The DNS queries are for subdomains of badsite.com,
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which is likely a malicious domain registered by the attacker. The subdomains have long and random names, such as
0x2a0x2a0x2a0x2a0x2a0x2a0x2a0x2a.badsite.com, which could be used to encode data or commands. The DNS
responses have large sizes, such as 512 bytes, which could be used to carry data or commands back to the host2 

 

QUESTION 5

Refer to the scenario. 

A customer has an Aruba ClearPass cluster. The customer has AOS-CX switches that implement 802.1X authentication
to ClearPass Policy Manager (CPPM). 

Switches are using local port-access policies. 

The customer wants to start tunneling wired clients that pass user authentication only to an Aruba gateway cluster. The
gateway cluster should assign these clients to the "eth- internet" role. The gateway should also handle assigning clients 

to their VLAN, which is VLAN 20. 

The plan for the enforcement policy and profiles is shown below: 
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The gateway cluster has two gateways with these IP addresses: 
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Gateway 1 

1. 

VLAN 4085 (system IP) = 10.20.4.21 

2. 

VLAN 20 (users) = 10.20.20.1 

3. 

VLAN 4094 (WAN) = 198.51.100.14 

Gateway 2 

1. 

VLAN 4085 (system IP) = 10.20.4.22 

2. 

VLAN 20 (users) = 10.20.20.2 

3. 

VLAN 4094 (WAN) = 198.51.100.12 

VRRP on VLAN 20 = 10.20.20.254 

The customer requires high availability for the tunnels between the switches and the gateway cluster. If one gateway
falls, the other gateway should take over its tunnels. Also, the switch should be able to discover the gateway cluster
regardless of whether one of the gateways is in the cluster. 

Assume that you are using the "myzone" name for the UBT zone. 

Which is a valid minimal configuration for the AOS-CX port-access roles? 

A. port-access role eth-internet gateway-zone zone myzone gateway-role eth-user 

B. port-access role internet-only gateway-zone zone myzone gateway-role eth-internet 

C. port-access role eth-internet gateway-zone zone myzone gateway-role eth-internet vlan access 20 

D. port-access role internet-only gateway-zone zone myzone gateway-role eth-internet vlan access 20 

Correct Answer: B 

The UBT solution requires that the edge ports on the switches are configured in VLAN trunk mode, not access mode.
This is because the UBT solution uses a special VLAN (VLAN 4095 by default) to encapsulate the user traffic and tunnel
it to the gateway. The edge ports need to allow this VLAN as well as any other VLANs that are used for management or
control traffic. Therefore, the edge ports should be configured as VLAN trunk ports and allow the necessary VLANs 
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