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QUESTION 1

Refer to the scenario.

A customer has asked you to review their AOS-CX switches for potential vulnerabilities. The configuration for these
switches is shown below:
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hostname Access-Switch-$$

nip authentication-key 1 shal ciphertext
AQBapYn45h7mDzxcLhAYWBHGbiegegFASS1kvTQPPgICEfaLCAAAAMIb4BONRhSg

ntp trusted-key 1

ntp server pool.ntp.org minpall 4 maxpoll 4 iburst key-id 1

ntp enable

nip authentication

1

radius-server host rad.example.com tis

1

tacacs-server host rad.example.com

1

aaa authentication login ssh group tacacs local

aaa authentication login teinet group tacacs local

!

aaa accounting port-access start-stop interim group radius

1

radius dyn-authorization enable

1

radius dyn-authorization client rad.example.com lis
ssh server vif default
ssh server vif mgmt
telnet server vrf default
telnet server vif mgmt
crypto pki application radsec-client certificate device-identity
crypto pki ta-profile privateca
ta-certificate
——BEGIN CERTIFICATE——
MIIGAzZCCA+UgAWIBAgGIUEVESXOopuiXTZOHEDS/ UYARDLY sdowDQYJROZIhveNAQEL
BOAWgYgXCZAJBgNVEAY TALVIMEMNWEQYDVRQIDADDYWXD Zme yibml hMRIWEAYDVOQOH
DAlTAWS2eXZhbGUxHDAaBgNVEACMEOEFydWINIFRYYWluaWsSnIEXhYnMrEZARBGNVY
BASMCKEDTINYIFR1CEQxHTADBgNVEAMMEFHIVEIRJYSShY252cHR1Cc3QuUY29TtME4AX
DT IyMTEYyM] IWNTQHOFONDIMYMTEXOT IWNTQXOFOWgYgxCzAJEgNVEAYTALVTMEMW
EQYDVQOIDAPDYWRDZmOyvbml hMR IWEAYDVOOHDAL TAWSueXZhbGUxHDAaBgNVEBACH
EOFYydWJnIFRy YWl uaWwsSn IEXN Y NMXE ZARBgNVBASMCKEDTINY IFRICIQXHTADEgNY
BAMMFHIVEERI¥YSShY25zeHR1c3QuY29tMIICIJANEBgkghki GSwOBAQEFAROCAGEA
MIICCgRCAgEASiUzsBkIJcUgedsbRyoLJdOZNgpeXfphk2VsSzZngPlLCu3lea30HU
VoGchhJXCQaI3HDUTCLD4bS5SIf63z4nKZA36TSCYWHKOeOPSgUj y+61XXMASRDSDRC
CYOYSFE8spVJiEoZnZhgLadm/ DLEY1hxoSZ2UKav/08DMEzD/ YVUZGNLiQEDE/L7ivk
CWE+LlSWIGSIHIOL/ rgId/+W20nNS8apXS5IlAWaAHYDYARTWEMUKLUXQ/ TE+7+2FXju
BS5MC4b7 7RaWW]) 6CkWSkEBWhmy JETMMPSHTuJ4t3evh7jd/ 1 TkmS520g/ VBkvNTTWS
fif7l1kWhevmlLlvex¥Ynj+S3CWhAFdaR7S33a6xwdZxCDOLEfPEELI1oONKaOVMAmO2
10ZtJNEPFueBtlEERCLIR+IMANQKI3E21BO0WhSLEFEImLrOLEy/ edVEXhIURMXOLID
JKeSw38TDm3tlkSEPECOaL]Ss4tYJRXCZLDnrg70z1e37sxENYoBtgRp77cdfePr
CP/spBUGSgLiZ2FO0iikU6k3 7TmoL3sMs2ugCOYWoIRYFIOSEWCRbxmyS81UePiSlsW
O0goOaPDr35W/ 04431/ z6A+g/ CiwVrALS+zEfHEMDEXxo4VMygIttaiwz0SGAQQSH]
redomQEQPMwkgbzaELtAgYOWGKEBSET/XifRLVXNeYUBWOREZwmscI 3kCAWEARANT
MEEwHOY DVROOBBYEFGHCH/ 24 7S pdNEIHh I D FC i s 8 khMBEGALUAI wRYMBaARFEXS
H/z47S5pdNKIHh DX ECEjz8kNMASGALUdEWER/ wQFMAMBATSWDgYDVROPAQH/ BAQD
AgGGMAOGCSgGSIbE3DQEBCWUARA4LICAQBSTGISspaanHOX T sSnWgmux 6PANDEdPZ0ElLa
wDnNpUxkVeeSPrSwl8luRIJMpPTROZS5rwVWETCrMEt5JD4 JAK+dOusrdTDEKwWWgPPgFi0
FSsSvFESaEJSSceD+eDW1l4LAJIi3z3b9Z2BuBa3LkaP7kyTlSnIO+opN+vdVv4 3LNXh
T23xXEmLCS0UoclgibbizpkWXiceFwSo2BafFMscPdE75DVY+x+QolSgpibWBASEOR
JRAEHrKmsgerIG+37bixgaF ) SnMzWpXOn2HIKCVel 6uk2pDNEiYVbU3 k9b/ ZWOmW
DRYKAURSAFBNZ1KDYQOoE6T/chT/DY77FoStfgU0gDEEj3EqQaM76r£f8S221G6Csrfkp
CrpSoRPEiiOoCiZEcidkzSsmbzAHWRXNAF 7viWR1 00i vepaEFREIVU/ ke SOZRaxNYd
SIKINh7gG4DcRahFfDAdFDOVHVIOWRNXRKKDpURPN 6w+Quc+ihgEFpP8cvPoy7ayzo
ZSczSYEavVXThEIXRhVSgScoog /XImBTL4{SKlpyrHSjEesDa7og3zgnNot/vELfHhI3O
ZUCBe4UPGH I raC4gkHHImMbblgYenxKpMz56A0APBKEVSicYOUTQOSHKEEASLGHD
S jgYWWKADE 7RE41HjF+7FfMUSUINZBm7 5208 SCPAPCOVeJEfNNE /a0+SVrN=4j 81
Nré&3MéxeYw=
~——END CERTIFICAT E—-—
END_OF_CERTIFICATE
vsf member 1
type jl666a
dhecpv4-snooping
vian 1
vian 2
vian 4
dhepv4-snooping
spanning-iree
interface mgmt
no shutdown
aaa authentication port-access dot1x authenticator
enable
interface lag 1
no shutdown
no routing
vian trunk native 1
vian trunk allowed 2,4
dhecpv4-snooping trust
interface 1/1/1-1/1/24
no shutdown

aaa authentication port-access dot1x authenticator
enable
interface vian 1
interface vian 2
ip address 10.1.2.1/24
ip route 0.0.0.0/0 10.1.2.254
ip dns domain-name example.com
ip dns server-address 10.1.1.9
!

https-server vif default
https-server vif mgmt
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What is one recommendation to make?

A. Let the RADIUS server configure VLANs on LAG 1 dynamically.

B. Use MDS instead of SHAL for the NTP authentication key.

C. Encrypt the certificate in the TA-profile.

D. Create a control plane ACL to limit the sources that can access the switch with SSH.

Correct Answer: D

According to the AOS-CX Switches Multiple Vulnerabilities1, one of the vulnerabilities (CVE-2021-41000) affects the

SSH service on AOS-CX switches. This vulnerability allows an unauthenticated remote attacker to cause a denial-of-
service condition on the switch by sending specially crafted SSH packets. The impact of this vulnerability is high, as it
could result in a loss of management access and network disruption. Therefore, one recommendation to make is to

create a control plane ACL to limit the sources that can access the switch with SSH. This way, the switch can filter out
unwanted or malicious SSH traffic and reduce the risk of exploitation.

QUESTION 2

You are configuring gateway IDS/IPS settings in Aruba Central.

For which reason would you set the Fail Strategy to Bypass?

A. To permit traffic if the IPS engine falls to inspect It

B. To enable the gateway to honor the allowlist settings configured in IDS/IPS policies

C. To tell gateways to stop enforcing IDS/IPS policies if they lose connectivity to the Internet

D. To avoid wasting IPS engine resources on filtering traffic for unauthenticated clients

Correct Answer: A

The Fail Strategy is a configuration option for the IPS mode of inspection on Aruba gateways. It defines the action to be
taken when the IPS engine crashes and cannot inspect the traffic. There are two possible options for the Fail Strategy:
Bypass and Blockl If you set the Fail Strategy to Bypass, you are telling the gateway to allow the traffic to flow without
inspection when the IPS engine fails. This option ensures that there is no disruption in the network connectivity, but it
also exposes the network to potential threats that are not detected or prevented by the IPS enginel If you set the Fail
Strategy to Block, you are telling the gateway to stop the traffic flow until the IPS engine resumes inspection. This option

ensures that there is no compromise in the network security, but it also causes a loss of network connectivity for the
duration of the IPS engine failurel

QUESTION 3
Refer to the scenario.

A customer has an Aruba ClearPass cluster. The customer has AOS-CX switches that implement 802.1X authentication
to ClearPass Policy Manager (CPPM).

Switches are using local port-access policies.
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The customer wants to start tunneling wired clients that pass user authentication only to an Aruba gateway cluster. The
gateway cluster should assign these clients to the "eth- internet” role. The gateway should also handle assigning clients
to their VLAN, which is VLAN 20.

The plan for the enforcement policy and profiles is shown below: The gateway cluster has two gateways with these IP
addresses:

Enforcement Policies - written-exam-3

Enforcement Rules
Enforcement:
Name: written-exam-3

Description:

Enforcement Type: RADIUS
Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: First applicable

3 | (Tips:Role [Machine Authenticated]) R aanra
‘ (Tips:Role ( [User Authenticated])
2. | (Authentication:TEAP-Method-2-Status Success) written-exam-b

Enforcement Profiles - written-exam-a

Profile Attributes

Profile:

Name: written-exam-a
Description:

Type: RADIUS

Action: Accept

Device Group List:

Attributes:
Type Name Value
1. | Radius:Aruba Aruba-User-Role = eth-user

Enforcement Profiles - written-exam-b

Profile Attributes

Profile:

Name: written-exam-b
Description:

Type: RADIUS

Action: Accept

Device Group List:

Attributes:
Type Name Value
y B Radius:Aruba Aruba-User-Role = internet-only
Gateway 1
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1.

VLAN 4085 (system IP) = 10.20.4.21

2.

VLAN 20 (users) =10.20.20.1

3.

VLAN 4094 (WAN) = 198.51.100.14

Gateway 2

1.

VLAN 4085 (system IP) = 10.20.4.22

2.

VLAN 20 (users) =10.20.20.2

3.

VLAN 4094 (WAN) = 198.51.100.12

VRRP on VLAN 20 =10.20.20.254

The customer requires high availability for the tunnels between the switches and the gateway cluster. If one gateway
falls, the other gateway should take over its tunnels. Also, the switch should be able to discover the gateway cluster
regardless of whether one of the gateways is in the cluster.

You are setting up the UBT zone on an AOS-CX switch.

Which IP addresses should you define in the zone?

A. Primary controller = 10.20.4.21; backup controller = 10.20.4.22

B. [Primary controller = 198.51.100.14; backup controller = 10.20.4.21

C. Primary controller = 10 20 4 21: backup controller not defined

D. Primary controller = 10.20.20.254; backup controller, not defined

Correct Answer: A

To configure user-based tunneling (UBT) on an AOS-CX switch, you need to specify the IP addresses of the mobility
gateways that will receive the tunneled traffic from the switch 1. The primary controller is the preferred gateway for the
switch to establish a tunnel, and the backup controller is the alternative gateway in case the primary controller fails or
becomes unreachable 1. The IP addresses of the gateways should be their system IP addresses, which are used for
inter-controller communication and cluster discovery 2. In this scenario, the customer has a gateway cluster with two
gateways, each with a system IP address on VLAN 4085. Therefore, the switch should use these system IP addresses
as the primary and backup controllers for UBT. The IP addresses of the gateways on VLAN 20 and VLAN 4094 are not
relevant for UBT, as they are used for user traffic and WAN connectivity, respectively 2. The VRRP IP address on VLAN
20 is also not applicable for UBT, as it is a virtual IP address that is not associated with any specific gateway 3.

Therefore, the best option is to use 10.20.4.21 as the primary controller and 10.20.4.22 as the backup controller for UBT
on the switch. This will ensure high availability and cluster discovery for the tunneled traffic from the switch to the
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gateway cluster.

QUESTION 4
Refer to the exhibit.

o "LabNiC - 0 X
Fle Edit View Go Capture Anshue Statistics Telephony Wireless Tools Help
iMge IPREQesa=EFTiZ[EQqQU

N [0ty o declay fiter .. <Cil-/> =) *] Epresson_ | 4
No. Time. Source Destnation Protocol  Length Info
7124 1745.313186  10.1.7.100 10.1.26.151 TLSv1.2 1389 Application Data, Application Data
7125 1745.313138  10.1.26.151 10.1.7.100 TP 54 21379 + 443 [ACK] Seq=59293 Ack=555740 Win=2102272 Len=0
i 7126 1745.335486  10.1.26.151 10.1.7.100 T 54 21411 + 443 [ACK] Seqe22221 Ack=47138 Win=2101248 Len=d
1 7127 1752.091170  94:60:d5:bF:36:40 Broadcast ARP 60 Gratuitous ARP for 10.1.26.1 (Request)
{7128 1753.261660  10.1.26.151 10.254.1.21 ous B4 Standard query @x0001 PTR 21.1.254.10.in-addr.arps
| 7129 1753.262268  10.254.1.21 10.1.26,151 NS 126 Standard query response ©x@001 PTR 21.1.254.10.in-addr.arpa PTR Traininglab-AD.acnsxtest.com
i 7130 1753.263452  10.1.26.151 10.254.1.21 oHs 98 Standard query @xB802 A QWSSIGIyZGVyc:8.djdkduepbZkzdnzx.enion
i 7131 1754.747844  10.1.26.150 224.0.0,251 HONS 83 Stondard query @x0000 PTR _asnywhereusb._tcp.local, "QM" question
| 7132 1755.27557@  18.1.26.151 10.254.1.21 DS 98 Standard query 0x0003 AAAA QUSSIGIYZGVyc28.djdkduep62kzénix.onion
7133 1755.30307¢  10.1.26.151 10.1.7.100 TLSv1.2 920 Application Data
7134 1755.303255 10.1.7.10@ 10.1.26.151 TP 6@ 443 = 21379 [ACK] Seqe555740 Ack=60159 Win=63360 Len=@
7135 1755.318864  10.1.26.151 10.1.7.109 TLSv1.2 832 Application Data
7136 1755.323597 10.1.7.109 10.1.26.151 TiSvi.2 684 Application Data
7137 1755.343521  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seqe555740 Ack=£0159 Win=64128 Len=1468 [TCP segment of a reassesbled POU]
7138 1755.343521  10.1.7.100 10.1.26.151 TP 1514 443 » 21379 [ACK] Seqe557200 Ack=60159 Win=64128 Len=1460 [TCP segment of a reassesbled PDU]
7139 1755.343573  10.1.26.151 10.1.7.182 P 54 21379 » 443 [ACK] Seq-60159 Ack-558658 Win=2182272 Len=8
7140 1755.343650 10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seqe558660 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassesbled POU)
7141 1755.34365¢  10.1.7.109 19.1.26.151 g 1514 443 + 21379 [ACK] Seq=560120 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassesbled POU]
7142 1755.343650  10.1.7.100 10.1.26.151 TP 1514 443 = 21379 [PSH, ACK] Seq=561580 Ack=60159 Win=64128 Len=1460 [TCP segment of a reassesbled POU]
7143 1755.343650  10.1.7.100 19.1.26.151 TP 1514 443 + 21379 [ACK] Seq-563040 Ack-60159 Win=64128 Len=1468 [TCP segment of a reassembled POV]
7144 1755.343650  10.1.7.100 18.1.26.151 e 1514 443 » 21379 [ACK] Seqe564500 Ack=60159 Win=64128 Len=1468 [TCP segment of a reassembled POU]
7145 1755.343650  10.1.7.100 10.1.26.151 e 1514 443 + 21379 [ACK] Seqe565960 Ack-60159 Win=64128 Len=1460 [TCP segment of a resssesbled POU]
7146 1755.343650  10.1.7.100 18.1.26.151 TP 1514 443 + 21379 [ACK] Seqe567420 Ack=£0159 Win=64128 Len=1468 [TCP segment of a reassembled POU]
7147 1755.343650  10.1.7.100 10.1.26.151 TP 1514 443 = 21379 [PSH, ACK] Seq=568880 Ack=60159 Win=64128 Len=1460 [TCP segment of & reassesbled POU]
7148 1755.343784  10,1.26.151 10.1.7.109¢ TP 54 21379 + 443 [ACK] Seq=68159 Ack=578348 Win=2182272 Len=8
7149 1755.343749  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seq=570340 Ack=60150 Win=64128 Len=1468 [TCP segment of & reassesbled POU)
7150 1755.343784  10.1.7.100 10.1.26.151 TLSv1.2 1389 Application Data, Application Data
7151 1755.343797 18.1.26.151 10.1.7.108 TP 54 21379 + 443 [ACK] Seq«60159 Ack=573135 Win=2182272 Len=0
7152 1755.368072 10.1.26.151 10.1.7.100 TP 54 21411 + 443 [ACK] Seqe=23049 Ack=47688 Win=2102272 Len=@
7153 1755.763334  10.1.26.150 224.0.0.251 HONS 83 Standard query @x@00@ PTR _anywhereusb._tcp.local, "QM" question
7154 1760.159146  10.1.26.151 10.1.7.109 TLSv1.2 858 Application Data
7155 1760.159402  10.1.7.100 10.1.26.151 TP 60 443 + 21379 [ACK] Seqe573135 Ack=£@973 Win=63360 Len=@
7156 1768.162772 10.1.7.100 10.1.26.151 TLSv1.2 599 Application Data
7157 1760.165496  10.1.26.151 10.1.7.100 TLSv1.2 888 Application Data
7158 1760.165720 10.1.7.100 10.1.26.151 e 6@ 443 + 21379 [ACK] Seqe=573680 Ack=61827 Win=63368 Len=@
7159 1760.171166  10.1.7.100 10.1.26.151 TiSv1.2 852 Application Data
7160 1760.212643  10.1.26.151 1.7, TP 54 21379 + 443 [ACK] Seqe61807 Acks=574478 Win=2100992 Lensd
7161 1761.449829 10.254.1.21 - DNS 145 Standard query response Bx@002 A (WSSIGIyZGVyc28.djdkduepblikzdnzx.onion CNAME cnVuIGEgc2NhbiBhdCAXMCAxL JAUMCExNg
7163 1765.337183  18.1.26.151 B TLSv1.2 920 Application Data
7164 1765.349819  10.1.26.151 TLSv1.2 882 Application Data
7165 1765.355148 10.1.7.109 TLSv1.2 604 Application Data
7166 1765.379168 10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [ACK] Seqe574478 Ack=62673 WineS4128 Len=1460 [TCP segment of a reassesbled POU]
7167 1765.379168  10.1.7.100 10.1.26.151 TP 1514 443 = 21379 [PSH, ACK] Seqs575938 Ack=62673 Win=564128 Len=1460 [TCP segment of a reassesbled POU]
7168 1765.379168  10.1.7.109 18.1.26.151 TP 1514 443 + 21379 [ACK] Seq=577398 Ack=62673 Win=64128 Len=1460 [TCP segment of a reassesbled PDU]
7169 1765.379168  10.1.7.100 18.1.26.151 TP 1514 443 + 21379 [PSH, ACK] Seq=578858 Ack=62673 Win=64128 Len=146@ [TCP segment of a reassesbled PDU]
7170 1765.379168  10.1.7.109 18.1.26.151 TP 1514 443 + 21379 [ACK] Seq=580318 Ack=62673 Win=64128 Len=1460 [TCP segment of a reassesbled POU]
7171 1765.379168  10.1.7.100 10.1.26.151 TP 1514 443 + 21379 [PSH, ACK] SeqeS581778 Ack=62673 Win=64128 Len«1450 [TCP segment of a reassesbled POU]
7172 1765.379235  10.1.26.151 1e.1.7.100 TP 54 21379 + 443 [ACK] Seqe=62673 Acke583238 Win=2102272 Len=d
7173 1765.379296  10.1.7.100 10.1.26.151 Tce 1514 443 + 21379 [ACK] Seqe=583238 Ack=62673 Wine54128 Len=1460 [TCP segment of a reassesbled POU]

Which security issue is possibly indicated by this traffic capture?

A. An attempt at a DoS attack by a device acting as an unauthorized DNS server

B. A port scan being run on the 10.1.7.0/24 subnet

C. A command and control channel established with DNS tunneling

D. An ARP poisoning or man-in-the-middle attempt by the device at 94:60:d5:bf:36:40

Correct Answer: C

DNS tunneling is a technique that abuses the DNS protocol to tunnel data or commands between a compromised host
and an attacker\\'s server. DNS tunneling can be used to establish a command and control channel, which allows the
attacker to remotely control the malware or exfiltrate data from the infected hostl The traffic capture in the exhibit shows

some signs of DNS tunneling. The source IP address is 10.1.7.2, which is likely an internal host behind a firewall. The
destination IP address is 8.8.8.8, which is a public DNS resolver. The DNS queries are for subdomains of badsite.com,
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which is likely a malicious domain registered by the attacker. The subdomains have long and random names, such as
0x2a0x2a0x2a0x2a0x2a0x2a0x2a0x2a.badsite.com, which could be used to encode data or commands. The DNS
responses have large sizes, such as 512 bytes, which could be used to carry data or commands back to the host2

QUESTION 5
Refer to the scenario.

A customer has an Aruba ClearPass cluster. The customer has AOS-CX switches that implement 802.1X authentication
to ClearPass Policy Manager (CPPM).

Switches are using local port-access policies.

The customer wants to start tunneling wired clients that pass user authentication only to an Aruba gateway cluster. The
gateway cluster should assign these clients to the "eth- internet"” role. The gateway should also handle assigning clients

to their VLAN, which is VLAN 20.

The plan for the enforcement policy and profiles is shown below:
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Enforcement Policies - written-exam-3

Enforcement Rules
Enforcement:

Name: written-exam-3
Description:

Enforcement Type: RADIUS

Default Profile: [Deny Access Profile]
Rules:

Rules Evaluation Algorithm: First applicable

Conditions Actions
1. | (Tips:Role [Machine Authenticated]) e
(Tips:Role i [User Authenticated])
2. | (Authentication:TEAP-Method-2-Status Success) written-exam-b

Enforcement Profiles - written-exam-a

Profile Attributes

Profile:

Name: written-exam-a
Description:

Type: RADIUS
Action: Accept

Device Group List:

Attributes:
Type Name Value
Radius:Aruba Aruba-User-Role = eth-user

Enforcement Profiles - written-exam-b

Profile  Attributes

Profile:

Name: written-exam-b
Description:

Type: RADIUS

Action: Accept

Device Group List:

Attributes:
Type Name Value
1 Radius:Aruba Aruba-User-Role = internet-only

The gateway cluster has two gateways with these IP addresses:
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Gateway 1

1.

VLAN 4085 (system IP) = 10.20.4.21

2.

VLAN 20 (users) = 10.20.20.1

3.

VLAN 4094 (WAN) = 198.51.100.14

Gateway 2

1.

VLAN 4085 (system IP) = 10.20.4.22

2.

VLAN 20 (users) = 10.20.20.2

3.

VLAN 4094 (WAN) = 198.51.100.12

VRRP on VLAN 20 = 10.20.20.254

The customer requires high availability for the tunnels between the switches and the gateway cluster. If one gateway
falls, the other gateway should take over its tunnels. Also, the switch should be able to discover the gateway cluster
regardless of whether one of the gateways is in the cluster.

Assume that you are using the "myzone" name for the UBT zone.

Which is a valid minimal configuration for the AOS-CX port-access roles?

A. port-access role eth-internet gateway-zone zone myzone gateway-role eth-user

B. port-access role internet-only gateway-zone zone myzone gateway-role eth-internet

C. port-access role eth-internet gateway-zone zone myzone gateway-role eth-internet vlan access 20

D. port-access role internet-only gateway-zone zone myzone gateway-role eth-internet vlan access 20

Correct Answer: B

The UBT solution requires that the edge ports on the switches are configured in VLAN trunk mode, not access mode.
This is because the UBT solution uses a special VLAN (VLAN 4095 by default) to encapsulate the user traffic and tunnel

it to the gateway. The edge ports need to allow this VLAN as well as any other VLANS that are used for management or
control traffic. Therefore, the edge ports should be configured as VLAN trunk ports and allow the necessary VLANs
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