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QUESTION 1

A customer has an AOS 10-based solution, including Aruba APs. The customer wants to use Cloud Auth to authenticate
non-802.1X capable IoT devices. 

What is a prerequisite for setting up the device role mappings? 

A. Configuring a NetConductor-based fabric 

B. Configuring Device Insight (client profile) tags in Central 

C. Integrating Aruba ClearPass Policy Manager (CPPM) and Device Insight 

D. Creating global role-to-role firewall policies in Central 

Correct Answer: B 

According to the Aruba Cloud Authentication and Policy Overview1, one of the prerequisites for configuring Cloud
Authentication and Policy is to configure Device Insight (client profile) tags in Central. Device Insight tags are used to
identify and classify IoT devices based on their behavior and characteristics. These tags can then be mapped to client
roles, which are defined in the WLAN configuration for IAPs2. Client roles are used to enforce role-based access
policies for the IoT devices. Therefore, option B is the correct answer. Option A is incorrect because NetConductor is
not related to Cloud Authentication and Policy. NetConductor is a cloud-based network management solution that
simplifies the deployment and operation of Aruba Instant networks. Option C is incorrect because integrating Aruba
ClearPass Policy Manager (CPPM) and Device Insight is not a prerequisite for setting up the device role mappings.
CPPM and Device Insight can work together to provide enhanced visibility and control over IoT devices, but they are not
required for Cloud Authentication and Policy. Option D is incorrect because creating global role-to-role firewall policies in
Central is not a prerequisite for setting up the device role mappings. Global role-torole firewall policies are used to
define the traffic rules between different client roles across the entire network, but they are not required for Cloud
Authentication and Policy. 

 

QUESTION 2

Refer to the scenario. 

A customer has asked you to review their AOS-CX switches for potential vulnerabilities. The configuration for these
switches is shown below: 
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What is one immediate remediation that you should recommend? 

A. Changing the switch\\'s DNS server to the mgmt VRF 

B. Setting the clock manually instead of using NTP 

C. Either disabling DHCPv4-snoopinq or leaving it enabled, but also enabling ARP inspection 

D. Disabling Telnet 

Correct Answer: D 

According to the AOS-CX Switches Multiple Vulnerabilities1, one of the vulnerabilities (CVE-2021-41001) affects the
Telnet service on AOS-CX switches. This vulnerability allows an unauthenticated remote attacker to cause a denial-
ofservice condition on the switch by sending specially crafted Telnet packets. The impact of this vulnerability is high, as
it could result in a loss of management access and network disruption. Therefore, one immediate remediation that you
should recommend is to disable Telnet on the switch. This way, the switch can prevent any malicious Telnet traffic from
reaching it and avoid the exploitation of this vulnerability. 

 

QUESTION 3

You want to use Device Insight tags as conditions within CPPM role mapping or enforcement policy rules. 

What guidelines should you follow? 

A. Create an HTTP authentication source to the Central API that queries for the tags. To use that source as the type for
rule conditions, add it an authorization source for the service in question. 

B. Use the Application type for the rule conditions; no extra authorization source is required for services that use policies
with these rules. 

C. Use the Endpoints Repository type for the rule conditions; Add Endpoints Repository as a secondary authentication
source for services that use policies with these rules. 

D. Use the Endpoint type for the rule conditions; no extra authorization source is required for services that use policies
with these rules. 

Correct Answer: D 

According to the Aruba Cloud Authentication and Policy Overview1, Device Insight tags are stored in the Endpoint
Repository and can be used as conditions within CPPM role mapping or enforcement policy rules. The rule condition
type should be Endpoint, and the attribute should be Device Insight Tags. No extra authorization source is required for
services that use policies with these rules. Therefore, option D is the correct answer. Option A is incorrect because
creating an HTTP authentication source to the Central API is not necessary to use Device Insight tags as conditions.
Device Insight tags are already synchronized between Central and CPPM, and can be accessed from the Endpoint
Repository. Option B is incorrect because using the Application type for the rule conditions is not applicable to Device
Insight tags. The Application type is used to match attributes from the Application Authentication source, which is used
to integrate with third-party applications such as Microsoft Intune or Google G Suite. Option C is incorrect because using
the Endpoints Repository type for the rule conditions is not valid for Device Insight tags. The Endpoints Repository type
is used to match attributes from the Endpoints Repository source, which is different from the Endpoint type. The
Endpoints Repository source contains information about endpoints that are manually added or imported into CPPM,
while the Endpoint type contains information about endpoints that are dynamically discovered and profiled by CPPM or
Device Insight. Adding Endpoints Repository as a secondary authentication source for services that use policies with
these rules is also unnecessary and redundant. 
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QUESTION 4

A company has an Aruba ClearPass server at 10.47.47.8, FQDN radius.acnsxtest.local. This exhibit shows ClearPass
Policy Manager\\'s (CPPM\\'s) settings for an Aruba Mobility Controller (MC). 

The MC is already configured with RADIUS authentication settings for CPPM, and RADIUS requests between the MC
and CPPM are working. A network admin enters and commits this command to enable dynamic authorization on the
MC: 

aaa rfc-3576-server 10.47.47.8 

But when CPPM sends CoA requests to the MC, they are not working. This exhibit shows the RFC 3576 server
statistics on the MC: 

How could you fix this issue? 

A. Change the UDP port in the MCs\\' RFC 3576 server config to 3799. 

B. Enable RadSec on the MCs\\' RFC 3676 server config. 

C. Configure the MC to obtain the time from a valid NTP server. 
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D. Make sure that CPPM is using an ArubaOS Wireless RADIUS CoA enforcement profile. 

Correct Answer: A 

Dynamic authorization is a feature that allows CPPM to send change of authorization (CoA) or disconnect messages to
the MC to modify or terminate a user session based on certain conditions or events 1. Dynamic authorization uses the
RFC 3576 protocol, which is an extension of the RADIUS protocol 2. To enable dynamic authorization on the MC, you
need to configure the IP address and UDP port of the CPPM server as the RFC 3576 server on the MC 3. The default
UDP port for RFC 3576 is 3799, but it can be changed on the CPPM server . The MC and CPPM must use the same
UDP port for dynamic authorization to work properly 3. In this scenario, the MC is configured with the IP address of the
CPPM server (10.47.47.8) as the RFC 3576 server, but it is using the default UDP port of 3799. However, according to
the exhibit, the CPPM server is using a different UDP port of 1700 for dynamic authorization . This mismatch causes the
CoA requests from CPPM to fail on the MC, as shown by the statistics . To fix this issue, you need to change the UDP
port in the MCs\\' RFC 3576 server config to match the UDP port used by CPPM, which is 1700 in this case.
Alternatively, you can change the UDP port in CPPM to match the default UDP port of 3799 on the MC. Either way, you
need to ensure that both devices use the same UDP port for dynamic authorization . 

 

QUESTION 5

Refer to the scenario. 

# Introduction to the customer 

You are helping a company add Aruba ClearPass to their network, which uses Aruba network infrastructure devices. 

The company currently has a Windows domain and Windows CA. The Window CA issues certificates to domain
computers, domain users, and servers such as domain controllers. An example of a certificate issued by the Windows
CA is shown here. 
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The company is in the process of adding Microsoft Endpoint Manager (Intune) to manage its mobile clients. The
customer is maintaining the on-prem AD for now and uses Azure AD Connect to sync with Azure AD. 

# Requirements for issuing certificates to mobile clients 

The company wants to use ClearPass Onboard to deploy certificates automatically to mobile clients enrolled in Intune.
During this process, Onboard should communicate with Azure AD to validate the clients. High availability should also
be 

provided for this scenario; in other words, clients should be able to get certificates from Subscriber 2 if Subscriber 1 is
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down. 

The Intune admins intend to create certificate profiles that include a UPN SAN with the UPN of the user who enrolled
the device. 

# Requirements for authenticating clients 

The customer requires all types of clients to connect and authenticate on the same corporate SSID. 

The company wants CPPM to use these authentication methods: 

1. 

EAP-TLS to authenticate users on mobile clients registered in Intune 

2. 

TEAR, with EAP-TLS as the inner method to authenticate Windows domain computers and the users on them To
succeed, EAP-TLS (standalone or as a TEAP method) clients must meet these requirements: 

1. 

Their certificate is valid and is not revoked, as validated by OCSP 

2. 

The client\\'s username matches an account in AD # Requirements for assigning clients to roles After authentication, the
customer wants the CPPM to assign clients to ClearPass roles based on the following rules: 

1. 

Clients with certificates issued by Onboard are assigned the "mobile-onboarded" role 

2. 

Clients that have passed TEAP Method 1 are assigned the "domain-computer" role 

3. 

Clients in the AD group "Medical" are assigned the "medical-staff" role 

4. 

Clients in the AD group "Reception" are assigned to the "reception-staff" role The customer requires CPPM to assign
authenticated clients to AOS firewall roles as follows: 

1. 

Assign medical staff on mobile-onboarded clients to the "medical-mobile" firewall role 

2. 

Assign other mobile-onboarded clients to the "mobile-other" firewall role 

3. 

Assign medical staff on domain computers to the "medical-domain" firewall role 
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4. 

All reception staff on domain computers to the "reception-domain" firewall role 

5. 

All domain computers with no valid user logged in to the "computer-only" firewall role 

6. 

Deny other clients\\' access # Other requirements Communications between ClearPass servers and on-prem AD
domain controllers must be encrypted. # Network topology For the network infrastructure, this customer has Aruba APs
and Aruba gateways, which are managed by Central. APs use tunneled WLANs, which tunnel traffic to the gateway
cluster. The customer also has AOS-CX switches that are not 

managed by Central at this point. 

# ClearPass cluster IP addressing and hostnames A customer\\'s ClearPass cluster has these IP addresses: 

1. 

Publisher = 10.47.47.5 

2. 
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Subscriber 1 = 10.47.47.6 

3. 

Subscriber 2 = 10.47.47.7 

4. 

Virtual IP with Subscriber 1 and Subscriber 2 = 10.47.47.8 

The customer\\'s DNS server has these entries 

1. 

cp.acnsxtest.com = 10.47.47.5 

2. 

cps1.acnsxtest.com = 10.47.47.6 

3. 

cps2.acnsxtest.com = 10.47.47.7 

4. 

radius.acnsxtest.com = 10.47.47.8 

5. 

onboard.acnsxtest.com = 10.47.47.8 

You have created a role mapping policy as shown in the exhibits below. 

What is one change that you need to make to this policy? 

A. In rule 1 change Subject-CN to Issuer-CN. 

B. Move rules 2 and 3 to the top of the list. 
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C. Change the rules evaluation mechanism to first applicable. 

D. Change the default role to \\'mobile-onboarded* 

Correct Answer: A 
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