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QUESTION 1

An administrator receives an error indicating that the CVMs in the cluster are not syncing to any NTP servers. An
investigation of the issue finds:

The NTP servers are configured in Prism The time on all CVMs is the same Both the CVMs and AHV hosts are
configured for the UTC time zone

Which two steps can be taken to troubleshoot this issue? (Choose two.)
A. Confirm that the NTP servers are reachable from the CVMs.

B. Restart genesis on all CVMs.

C. On a CVM. run the command a Hash ntpq -pn.

D. Restart the chronos service on all CVMs.

Correct Answer: AC

Explanation: Ref: https://portal.nutanix.com/page/documents/kbs/details?targetld=kA032000000bmje CAA#R
eview_ntpq

QUESTION 2

Creating an Isolation Environment Policy

An isolation environment policy identifies two groups of VMs and blocks communications between the groups. The two groups are identified by category. You can specify an additional category to restrict the scope of

the policy to that category.

About this task

To create an isolation environment, do the following:
Procedure

1. On the Explore tab of the main menu, click Security Policies from the entities list (left column). See Security Policies Summary View.

2. Click Create Security Policy, and then click Isolate Environments.

An organization is running a Nutanix Cluster based on AOS 5.10.x and VMware vSphere 6.7. Currently, the CVM
network is segmented and Storage only nodes not present. A new security project based on NSX is coming. VMware
Distributed Virtual Switches are required. The administrator needs to prepare the environment for the new project.
Which step should the administrator use to initiate the project?

A. Enable Nutanix Flow at the Prism Central Level

B. Manually disable CVM network Segmentation

C. Convert storage only nodes into vSphere nodes

D. Enable Jumbo Frames to accommodate network frames

Correct Answer: D
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QUESTION 3

A customer has a four-node cluster and is using Volume Groups to provide storage services to a SQL cluster. In the
event of a CVM failure in the cluster, what is the expected |0 path of the volume group\\'s iSCSI targets?

A. vDisk directed at failure CVM are redirected to Data Services IP until CVM is reconnected

B. vDisk directed to CVM that failed to disconnect and will not reconnect without manual intervention
C. vDisk directed to failed CVM are redirected to another CVM and automatically reconnect

D. vDisk directed at failed CVM will disconnect and reconnect when the failed CVM comes back online

Correct Answer: C
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An administrator has two clusters: Site A and Site B. Async DR is configured between the clusters as follows: Site A is
the Primary Site

Site B is the Secondary inactive Site, no VMs running Site A is fully in Production Site B used as Backup/Disaster
Recovery
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The customer wants to perform a planned failover between the sites. How should the administrator accomplish this?
A. Click Activate on the Secondary site within the Data Protection Dashboard

B. Click Activate on the Secondary site and run deactive NCLI command on Primary site

C. Choose Migrate on the Secondary site within the Data Protection Dashboard

D. Choose Migrate on the Primary site within the Data Protection Dashboard

Correct Answer: D

Explanation: Ref: https://portal.nutanix.com/page/documents/details?targetld=Web- Console-Guide-Prism-v510:wc-
protection-domain-failover-wc-t.html

3. Select the target protection domain and click the Migrate action link
The Migrate Protection Domain dialog box appears. Select the site where you want to migrate the protection domain, The WMs that are part of the pratection domain, but cannot be recove
displayed. Click Learn mere for additional information

QUESTION 5

An administrator is configuring software only. Data-at-Rest Encryption on their Nutanix cluster. They are planning to
deploy a third-party key management server (KMS). Where should this server be hosted?

A. As a single VM on the Nutanix cluster

B. On hardware external to the Nutanix duster

C. As a clustered VM setup on the Nutanix cluster

D. As a single VM deployed on the host that contains the Prism leader CVM

Correct Answer: B
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Mutanix supports any KMIP 1.0 compliant key management system, but others have not
yet been certified. The key management system can even be a VM running on another
Mutanix cluster, and since NMutanix leverage hardware encryption using the self-

encrypting drives the performance impact on the cluster is minimal.
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Mutanix clusters do not come with data-at-rest encryption turned on by default and it has
to be turned on by the administrator using the PRISM Ul or nCLL. The PRISM Ul provides a
simple and easy way to management Key Management Device details and Certificate

Authorities.
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