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QUESTION 1

Which protocols are supported by Files? 

A. SMBv2 SMBv3, NFSv2, NFSv3 

B. SMBv1. SMBv2, NFSv2, NFSv3 

C. SMBv1. SMBv2, NFSv3, NFSv4 

D. SMBv2 SMBv3, NFSv3, NFSv4 

Correct Answer: D 

Explanation: The protocols that are supported by Files are SMBv2, SMBv3, NFSv3, and NFSv4. SMB (Server Message
Block) is a protocol that allows clients to access files, printers, and other resources on a network. NFS (Network File
System) is a protocol that allows clients to access files on a remote server as if they were local. Files supports both
SMB and NFS protocols for creating shares and exports that can be accessed by different types of clients. References:
Nutanix Files Administration Guide, page 31; Nutanix Files Solution Guide, page 6 

 

QUESTION 2

An organization currently has two Objects instances deployed between two sites. Both instances are managed via
manage the same Prism Central to simplify management. 

The organization has a critical application with all data in a bucket that needs to be replicated to the secondary site for
DR purposes. The replication needs to be asynchronous, including al delete the marker versions. 

A. Create a Bucket replication rule, set the destination Objects instances. 

B. With Object Browser, upload the data at the destination site. 

C. Leverage the Objects Baseline Replication Tool from a Linus VM 

D. Use a protection Domain to replicate the objects Volume Group. 

Correct Answer: A 

Explanation: The administrator can achieve this requirement by creating a bucket replication rule and setting the
destination Objects instance. Bucket replication is a feature that allows administrators to replicate data from one bucket
to another bucket on a different Objects instance for disaster recovery or data migration purposes. Bucket replication
can be configured with various parameters, such as replication mode, replication frequency, replication status, etc.
Bucket replication can also replicate all versions of objects, including delete markers, which are special versions that
indicate that an object has been deleted. By creating a bucket replication rule and setting the destination Objects
instance, the administrator can replicate data from one Objects instance to another asynchronously, including all delete
markers and versions. References: Nutanix Objects User Guide, page 19; Nutanix Objects Solution Guide, page 9 

 

QUESTION 3

What tool can be used to report on a specific user\\'s activity within a Files environment? 
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A. Prism Element Alerts menu 

B. Prism Central Activity menu 

C. Data Lens Audit Trails 

D. Files Console Usage 

Correct Answer: C 

Explanation: The tool that can be used to report on a specific user\\'s activity within a Files environment is Data Lens
Audit Trails. Data Lens Audit Trails is a feature that provides detailed logs of all file operations performed by users on
Files shares and exports, such as create, read, write, delete, rename, move, copy, etc. Data Lens Audit Trails can help
administrators track and audit user actions and identify any unauthorized or malicious activities. The administrator can
use Data Lens Audit Trails to filter and search for a specific user\\'s activity based on various criteria, such as file name,
file type, file size, file path, file share, file server, operation type, operation time, operation status, and so on.
References: Nutanix Files Administration Guide, page 98; Nutanix Data Lens User Guide 

 

QUESTION 4

What is a mandatory criterion for configuring Smart Tier? 

A. VPC name 

B. Target URL over HTTP 

C. Certificate 

D. Access and secret keys 

Correct Answer: D 

Explanation: Smart Tier requires access and secret keys to authenticate with the target storage tier, which can be
Nutanix Objects or any S3-compatible storage service. The access and secret keys are generated by the target storage
service and must be provided when configuring Smart Tier3. References: Nutanix Files Administration Guide3 

 

QUESTION 5

Which ransomware prevention solution for Files is best when the list of malicious file signatures to block is greater than
300? 

A. Third-party solution 

B. Flow Security Central 

C. Data Lens 

D. File Analytics 

Correct Answer: A 

Explanation: Nutanix Files provides a built-in ransomware prevention feature that allows administrators to block
malicious file signatures from being written to the file system. However, this feature has a limit of 300 signatures per
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share or export. If the list of malicious file signatures to block is greater than 300, a third-party solution is
recommended2. References: Nutanix Files Administration Guide2 
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