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QUESTION 1

Examine the output of the “diagnose sys session list expectation\\' command shown in the exhibit; than answer the
question below.

f#diagnose sys session list expectation

session info: proto= proto_state=0 0 duration=3 expirs=26 timeout=3600
flage=00000000

sockflag=-000000C0 -sockport=0-av_idx=0 -use=39

origin-shaper=9%

reply=shaper=94

per-ip shaper=1

ha_id=0-policy dir=1 -tunnel=/9

state=new CGI'I:'I.plEH

statistic (bytes/packets/allow_err): org=0/0/0 reply=0/0/0 tuples=2
orgin-> sink: org pre-> post, reply pre->post dev=2->4/4->Z
gwy=10.0.1.10/10.200.1.254

hook=pre dir=org act=dnat 10.171.121.38:0-> 10.200.1.1: 60426
(10.0.1.10: 5038%5)9

hook= pre dir=org act=noop 0.0.0.0.:0-> 0.0.0.0:0 (0.0.0.0:0)

pos/ (before, aftexr) O/(0,0), O/ (0,0)

misc=0‘poliecy id=1-auth_info=0-chk_client_info=0 'vd=0
serizll=000000ed tos=Lf/Lf -"ips view=0 app_list=0 app=0

dd type=0-dd_mode=09

Which statement is true regarding the session in the exhibit?

A. It was created by the FortiGate kernel to allow push updates from FotiGuard.
B. It is for management traffic terminating at the FortiGate.

C. It is for traffic originated from the FortiGate.

D. It was created by a session helper or ALG.

Correct Answer: D

QUESTION 2

Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question below. Why
didn\\'t the tunnel come up?

A. IKE mode configuration is not enabled in the remote IPsec gateway.

B. The remote gateway\\'s Phase-2 configuration does not match the local gateway\\'s phase- 2 configuration.
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C. The remote gateway\\'s Phase-1 configuration does not match the local gateway\\'s phase- 1 configuration.
D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode.

Correct Answer: C

QUESTION 3

Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF multi-access
network is true?

A. Only the DR receives link state information from non-DR routers.

B. Non-DR and non-BDR routers form full adjacencies to DR only.

C. Non-DR and non-BDR routers send link state updates and acknowledgements to 224.0.0.6.

D. FortiGate first checks the OSPF ID to elect a DR.

Correct Answer: C

Explanation: Some special IP multicast addresses are reserved for OSPF: 224.0.0.5: All OSPF routers must be able to

transmit and listen to this address. 224.0.0.6: All DR and BDR routers must be able to transmit and listen to this
address. https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/7039-1.html

QUESTION 4

Four FortiGate devices configured for OSPF connected to the same broadcast domain. The first unit is elected as the
designated router The second unit is elected as the backup designated router Under normal operation, how many OSPF
full adjacencies are formed to each of the other two units?

Al

B.2

C.3

D. 4

Correct Answer: B

QUESTION 5

A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator
use to get more information about the problem? (Choose two.)

A. Firewall monitor.
B. Policy monitor.

C. Logs.
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D. Crashlogs.

Correct Answer: CD
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