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QUESTION 1

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.

ike 0: comes 10.0.0.2:500-> 10.0.0.1:500, ifindex-7..

ike 0: IKEV1 exchange-Aggressive id-bafd7d0988e9237f/2f405ef3952f6fda len 430
ike 0:
BAF47D0988E9237F2F405EF3952F6FDA0110040000000000000001AE0400003C0000000100000001000000300101000
ike 0: RemoteSite:4:
ike RemoteSite:

in

initiator: aggressive mode get 1°° response

VID RFC 3947 4A131C81070358455C5728F20E95452F

ike
ike

RemoteSite:
RemoteSite:
RemoteSite:

RemoteSite:
RemotesSite:
RemoteSite:

: VID DPD AFCAD71368A1F1c96B8696FCT7570100

VID FORTIGATE 8299031757A36082C6A621DE000502D7

peer is FortiGate/Fortios (vé b%32)

VID FRAGMENTATION 4048BTD56EBCE88525ETDETF00D6C2D3

VID FRAGMENTATION 4048B7TD56EBCE88525ETDETF00D6C2D3C0000000

received peer identifier FQDN ‘remote’

RemoteSite:

4
4
4
4
4
4
4
4: negotiation result
RemoteSite:4:
4
4
4
4
4
4
4
4

proposal id = 1:
protocol id — ISAKMP:
trans id — KEY IKE.
encap;'r_llaticm — IKE /none

type=OAKLEY ENCRYPT ALG, val=AES CBC, key-len=128

type=OAKLEY HASH ALG, val-SHA

type=AUTH METHOD, val=PRESHARED KEY.

type=0AKLEY GROUP, val-MODF1024.
RemoteSite: ISAKMP SA lifetime=86400
RemoteSite:4: ISAKMP SA bafd7d0988e9237f/2f405ef3952f6fda key
5B6C9384D8BDB24E3DA3DCY0CF5ET3
RemotesSite:4: PSK authentication succeeded
RemoteS8ite:4: authentication OK
ike RemoteSite:4: add INITIAL-CONTACT
ike 0: RemoteSite:4: enc
BAFA4TD0988E9237F2FA05EF3952F6FDAO81004010000000000000080140000181F2E48BFDBESDGO3F
ike 0: RemoteSite:4:
BAFATD0O988E9237F2FA05EF3952F6FDAOB100401000000000000008c2E3FC9BA061816A396F009A12
ike 0: RemotesSite:4: 10.0.0.1:500 ->10.0.0.2:500, len-140, id-
bafd47d0988e9237£/2
ike 0: RemoteSite:4:

RemoteSite:
RemotesSite:
RemoteSite:
RemoteSite:
RemotesSite:
RemoteSite:
RemoteSite:

16:B
ike
ike

0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
0:
2

0:
0:
0:

out

sent TKE msg (agg 12send)

established IKE SA baf47d0988e9237f/2f405e£3952f6fda

Which statements about this debug output are correct? (Choose two.)
A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.

D. The initiator has provided remote as its IPsec peer ID.

Correct Answer: BD

QUESTION 2

Two independent FortiGate HA clusters are connected to the same broadcast domain. The administrator has reported
that both clusters are using the same HA virtual MAC address. This creates a duplicated MAC address problem in the
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network. What HA setting must be changed in one of the HA clusters to fix the problem?
A. Group ID.

B. Group name.

C. Session pickup.

D. Gratuitous ARPs.

Correct Answer: A

https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-high-availability- 52/HA_failoverVMAC.htm

QUESTION 3
An administrator wants to capture encrypted phase 2 traffic between two FortiGate devices using the built-in sniffer.

If the administrator knows that there is no NAT device located between both FortiGate devices, which command should
the administrator run?

A. diagnose sniffer packet any “ah\\'

B. diagnose sniffer packet any “ip proto 50\\'

C. diagnose sniffer packet any “udp port 4500\\'

D. diagnose sniffer packet any “udp port 500\\'

Correct Answer: B

Explanation: Enterprise_Firewall_7.0_Study_Guide-Online.pdf p. 443 Phase 2 : ESP => IP protocol 50

This command will capture any packets that use the IP protocol number 50, which is ESP (Encapsulating Security
Payload). ESP is used to encrypt and authenticate the phase 2 traffic between two FortiGate devicesl.

QUESTION 4

An administrator is running the following sniffer in a FortiGate:
diagnose sniffer packet any "host 10.0.2.10" 2

What information is included in the output of the sniffer? (Choose two.)
A. Ethernet headers.

B. IP payload.

C. IP headers.

D. Port names.

Correct Answer: BC
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https://kb.fortinet.com/kb/documentLink.do?externallD=11186

QUESTION 5

Refer to the exhibit, which contains the output of diagnose sys session list.

f diagnose

n A

ey :
hoo k=po: i e i 0.8.] = & ; 4.192 .15 _.18! W0 (100.64.1.
i g : MeA(10.0.1.

ial={ 98 o
by Al micecles =)

If the HA ID for the primary unit is zero (0), which statement about the output is true?
A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.

C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.

Correct Answer: C
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