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QUESTION 1

Refer to the exhibits, which show the configurations of two address objects from the same FortiGate.

Engineering address object
Name Engineering
Color = Change
Type Subnet i
IP/Netmask 192.168.0.0 255.255.255.0
Interface O any -

Static route configuration (D

Comments Write a comment... £ 0/255

OK Cancel

Finance address object

Name Finance

Color & Change

Type subnet "
IP/Netmask 192.16€.1.0 255.255.255.0

Interface O any -

Static route configuration (3

Comme i C went... ;
a nts Write a comment s 0/255

Return
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Why can you modify the Engineering address object, but not the Finance address object?

A. You have read-only access.

B. FortiGate joined the Security Fabric and the Finance address object was configured on the root FortiGate.

C. FortiGate is registered on FortiManager.

D. Another user is editing the Finance address object in workspace mode.

Correct Answer: B

The inability to modify the Finance address object while being able to modify the Engineering address object suggests
that the Finance object is being managed by a higher authority in the Security Fabric, likely the root FortiGate. When a

FortiGate is part of a Security Fabric, address objects and other configurations may be managed centrally. This aligns
with the Fortinet FortiGate documentation on Security Fabric and central management of address objects.

QUESTION 2

Which two statements about metadata variables are true? (Choose two.)

A. You create them on FortiGate

B. They apply only to non-firewall objects.

C. The metadata format is $.

D. They can be used as variables in scripts

Correct Answer: AD

Metadata variables in FortiGate are created to store metadata associated with different FortiGate features. These
variables can be used in various configurations and scripts to dynamically replace the variable with its actual value
during processing. A: You create metadata variables on FortiGate. They are used to store metadata for FortiGate
features and can be called upon in different configurations. D: They can be used as variables in scripts. Metadata

variables are utilized within the scripts to dynamically insert values as per the context when the script runs. Fortinet
FortiOS Handbook: CLI Reference

QUESTION 3

Refer to the exhibit, which shows a network diagram.
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¥ FortiGate
192.163.20.1= port2
172.110.20.1
portl
port3]10.10.10.1
o
=47 Y \/ \/
/\\ Load balancer port3}10.10.10.2 Load balancer
192.168.20.2 port2
ortl 172.110.20.2
Internal network p
FortiGate

Which protocol should you use to configure the FortiGate cluster?

A. FGCP in active-passive mode

B. OFGSP

C. VRRP

D. FGCP in active-active mode

Correct Answer: A

Given the network diagram and the presence of two FortiGate devices, the Fortinet Gate Clustering Protocol (FGCP) in
active-passive mode is the most appropriate for setting up a FortiGate cluster. FGCP supports high availability

configurations and is designed to allow one FortiGate to seamlessly take over if the other fails, providing continuous
network availability. This is supported by Fortinet documentation for high availability configurations using FGCP.

QUESTION 4

Exhibit.
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Refer to exhibit, which shows a central management configuration

Which server will FortiGate choose for web filler rating requests if 10.0.1.240 is experiencing an outage?

A. Public FortiGuard servers

B. 10.0.1.242

C.10.0.1.244

D. 10.0.1.243

Correct Answer: C

In the event of an outage at 10.0.1.240, the FortiGate will choose the next server in the sequence for web filter rating
requests, which is 10.0.1.244 according to the configuration shown in the exhibit. This is because the server list is
ordered by priority, and the server with the lowest priority number is chosen first. If that server is unavailable, the next
server with the next lowest priority number is chosen, and so on. The public FortiGuard servers are only used if the

include-defaultservers option is enabled and all the custom servers are unavailable. References := Fortinet Enterprise
Firewall Study Guide for FortiOS 7.2, page 132.

QUESTION 5

Which two statements about ADVPN are true? (Choose two.)

A. You must disable add-route in the hub.

B. AllFortiGate devices must be in the same autonomous system (AS).

C. The hub adds routes based on IKE negotiations.
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D. You must configure phase 2 quick mode selectors to 0.0.0.0 0.0.0.0.
Correct Answer: CD

C. The hub adds routes based on IKE negotiations: This is part of the ADVPN functionality where the hub learns about
the networks behind the spokes and can add routes dynamically based on the IKE negotiations with the spokes. D. You
must configure phase 2 quick mode selectors to 0.0.0.0 0.0.0.0: This wildcard setting in the phase 2 selectors allows
any-to-any tunnel establishment, which is necessary for the dynamic creation of spoke-to-spoke tunnels. These
configurations are outlined in Fortinet\\'s documentation for setting up ADVPN, where the hub\\'s role in route control
and the use of wildcard selectors for phase 2 are emphasized to enable dynamic tunneling between spokes.
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